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BEFORE THE BOARD OF PATENT APPEALS AND INTERFERENCES 



In re Application of: 

Jay Paul Drummond, et al. 

Serial-No.: - 7-09/193,787 
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Filed: November 17, 1998 

Title: Automated Banking Machine 

Apparatus and System ^ 
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Sir: 

The Appellants hereby submit their Brief pursuant to 37 C.F.R. § 1 .192, in triplicate, 
concerning the above-referenced Application. 
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RELATED APPEALS AND INTERFERENCES 

Appellants believe that there are no related appeals or interferences pertaining to this 

matter. 



STATUS OF CLAIMS 

Claims 1-30 are pending in the Application. 

Claim 27 was rejected pursuant to 35 U.S.C. § 112, second paragraph. 

Claims 1-6, 8-13, 16, and 22-26 were rejected pursuant to 35 U.S.C. § 102(e) as being 
anticipated by Zeanah et al. (hereinafter "Zeanah"). 

Claims 7, 14, 28, and 30 were rejected pursuant to 35 U.S.C. § 103(a) as being 
unpatentable over Zeanah in view of Russell et al. (hereinafter "Russell"). 

Claim 29 was rejected under 35 U.S.C. § 103(a) as being unpatentable over Zeanah in 
view of Russell and McLean. 

Claims 15 and 17 were rejected pursuant to 35 U.S.C. § 103(a) as being unpatentable 
over Zeanah in view of McLean. 

Claims 18-21 were rejected pursuant to 35 U.S.C. § 103(a) as being unpatentable over 
Zeanah in view of McMillan. 

These rejections were the only rejections present in the Office Action ("Action") dated 
April 16, 2002. Appellants appeal the rejections of all claims. 



STATUS OF AMENDMENTS 

No final rejection has been made. However, claims have been twice rejected. Therefore, 
no amendments to the claims were requested to be admitted after a final rejection. 



SUMMARY OF INVENTION 

Overview of the Invention 

An exemplary embodiment of the present invention is directed to an apparatus including 
an Automated Teller Machine (ATM) (12). The ATM includes an output device, an input 
device, a transaction function device, and a computer. A user of the ATM is able to perceive 
outputs from the output device (e.g., display screen) during communication with the ATM. The 
input device (e.g., touch screen (30)) is operative to receive user input from a user of the ATM. 
The transaction function device (36) may operate to carry out banking transaction functions. The 
transaction function device may comprise a cash dispenser (42) capable of dispensing cash. The 
computer (34) is in operative connection with the output device, input device, and transaction 
function device. 

Software is executable in the computer. The software includes a browser (76) that is 
operative to process HTML documents. The HTML documents may include instructions adapted 
to cause operation of the transaction function device. The ATM operates the transaction function 
device in response to the instructions. Thus, a transaction function device is operated to carry out 
the banking transaction function responsive to the processing of an HTML document having 
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instructions. The computer is also operative to display a visual output through the display screen 
responsive to the processing of document instructions. Thus, an ATM of the exemplary 
embodiment is operative to receive HTML documents having instructions, process the document 
instructions, and provide both an output through the display screen and the dispense of cash 
responsive to the instructions. 

CONCISE STATEMENT OF THE ISSUES PRESENTED FOR REVIEW 

The questions presented in this appeal are: 

1) . Whether Appellants' claim 27 is unpatentable under 35 U.S.C. § 1 12, second 

paragraph. 

2) . Whether Appellants' claims 1-6, 8-13, 16, and 22-26 are unpatentable under 35 

U.S.C. § 102(e) as being anticipated by Zeanah. 

3) . Whether Appellants' claims 7, 14, 28, and 30 are unpatentable under 35 U.S.C. § 

103(a) over Zeanah in view of Russell. 

4) . Whether Appellants' claim 29 is unpatentable under 35 U.S.C. § 103(a) over 

Zeanah in view of Russell and McLean. 

5) . Whether Appellants' claims 15 and 17 are unpatentable under 35 U.S.C. § 103(a) 

over Zeanah in view of McLean. 

6) . Whether Appellants' claims 18-21 are unpatentable under 35 U.S.C. § 103(a) over 

Zeanah in view McMillan. 
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GROUPING OF CLAIMS 

No groups of claims stand or fall together. Each of Appellants' claims recites at least one 
element, combination of elements, or step not found or suggested in the applied references, 
which patentably distinguishes the claims. 

Every claim recites additional features of the invention which distinguishes the claim 
over every other pending claim. 

The pending claims include seven independent claims (claims 1, 8, 9, 11, 12, 13, and 16). 
Claims 2-7 depend from claim 1. Claim 10 depends from claim 9. Claims 14-15 and 28-30 
depend from claim 13. Claims 17-27 depend from claim 16. All pending claims are reproduced 
in the Appendix. 

ARGUMENT 

The Applicable Legal Standards 

Anticipation pursuant to 35 U.S.C. § 102 requires that a single prior art reference contain 
all the elements of the claimed invention arranged in the manner recited in the claim. Connell v. 
Sears, Roebuck & Co., 722 F.2d 1542, 1548, 220 USPQ 193, 198 (Fed. Cir. 1983). 

Anticipation under 35 U.S.C. § 102 requires in a single prior art disclosure, each and 
every element of the claimed invention arranged in a manner such that the reference would 
literally infringe the claims at issue if made later in time. Lewmar Marine, Inc. v. Barient, Inc. , 
822 F.2d 744, 747, 3 USPQ2d 1766, 1768 (Fed. Cir. 1987). 
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Before a claim may be rejected on the basis of obviousness pursuant to 35 U.S.C. § 103, 
the Patent Office bears the burden of establishing that all the recited features of the claim are 
known in the prior art. This is known as prima facie obviousness. To establish prima facie 
obviousness, it must be shown that all the elements and relationships recited in the claim are 
known in the prior art. If the Office does not produce a prima facie case, then the Appellants are 
under no obligation to submit evidence of nonobviousness. MPEP § 2142. 

Even if all of the features recited in the claim are known in the prior art, it is still not proper 
to reject a claim on the basis of obviousness unless there is a specific teaching, suggestion, or 
motivation in the prior art to produce the claimed combination. Panduit Corp. v. Denison Mfg. 
Co., 810 F.2d 1561, 1568, 1 USPQ2d 1593 (Fed. Cir. 1987). In re Newell 891 F.2d 899, 901, 
902, 13 USPQ2d 1248, 1250 (Fed. Cir. 1989). 

The teaching, suggestion, or motivation to combine the features in prior art references 
must be clearly and particularly identified in such prior art to support a rejection on the basis of 
obviousness. It is not sufficient to offer a broad range of sources and make conclusory 
statements. In re Dembiczak, 50 USPQ2d 1614, 1617 (Fed. Cir. 1999). 

It is respectfully submitted that the Action from which this appeal is taken does not meet 
these burdens. 

The Zeanah Reference 

Zeanah is directed to a system and method for delivering financial services. The 
disclosure of Zeanah (both the patent and the provisional application) is incomprehensible due to 
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lack of details concerning operation of the system. Due to Zeanah's lack of a disclosed 
operation, Appellants have been required to speculate as to how the Zeanah system could be 
made to operate. Therefore, the description of Zeanah herein or any comments directed thereto 
shall not be construed as agreement or an admission by Appellants that the Zeanah system is 
capable of operation or of achieving any of the functions carried out by Appellants 5 system. 

Zeanah's arrangement appears to have a delivery system (12) intermediate plural remote 
devices (14, 16, 18, 20, 24) and other computer data systems (e.g., a bank's internal computer 
system). Zeanah's peripheral devices, such as a card reader (col. 9, lines 7-17) can be associated 
with a remote device (col. 7, lines 65-67). The remote devices are remote (distant) from the 
delivery system (12) (Figure 1). Zeanah requires that all of the remote devices (including ATMs) 
communicate directly through the delivery system (12) in order to provide services to the remote 
devices (Figure 1; col. 3, lines 63-67; col. 4, lines 54-56; col. 5, lines 44-60; col. 29, lines 20-35). 
In other words, all data to and from a remote device is through the delivery system (12). The 
remote devices are at the end of the line in Zeanah's services process. The remote devices 
apparently merely pass along input data to the delivery system (12) which then performs services 
on behalf of the remote devices. Zeanah's delivery system (12) is separate from the remote 
devices (col. 5, lines 44-60; Figure 1). 

The Russell Reference 

Russell is directed to a system for carrying out information transactions using Web 
documents. A URL (Uniform Resource Location) encoded bar code (8) is able to be read by a 
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bar code reader (7 A). The bar code is decoded and the URL is used to access a document whose 
location is specified by the URL. 

The McLean Reference 

McLean is directed to a loader (12), cartridge (10), and a currency note dispenser (14). 
The loader is operative to load a predetermined number of notes into the cartridge. The cartridge 
is insertable into the dispenser. The cartridge is transferable from the loader to the dispenser. 

The McMillan Reference 

McMillan is directed to an automated financial system. The system includes a central 
module (8) associated with plural ATM fascias (10, 12, 14). The ATM fascias are mounted on 
an exterior wall (16) of a building in which the central module is located. The central module 
includes the cash dispenser (40). Tracks (20) are used to transport currency from the central 
module to an ATM fascia. 

(ii) 35 U.S.C. § 112, Second Paragraph 

Claim 27 was rejected under 35 U.S.C. § 1 12, second paragraph, on the grounds of being 
indefinite. This rejection is respectfully traversed. 

The Action acknowledges that claim 27 has a "step recited." Nevertheless, the Action 
alleges that the recited "step" of claim 27 is not "a complete operative method." 
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The Appellants respectfully disagree. A method claim "step" by itself is not required to 
be a "complete" method. Thus, the reason provided in the Action does not constitute a valid 
basis for a finding of indefiniteness. Further, one having ordinary skill in the art would recognize 
that claim 27 is not indefinite. In claim 27 the "carrying out" has antecedent basis in step (c) of 
claim 16. Hence, claim 27 recites that the "carrying out" is performed with at least one software 
applet. 

Appellants respectfully submit that claim 27 is not indefinite. As shown herein, claim 27 
meets the requirements of 35 U.S.C. § 112, second paragraph. Appellants respectfully submit 
that the 35 U.S.C. § 1 12, second paragraph, rejection is not appropriate and should be withdrawn. 

Additionally, the 35 U.S.C. § 1 12, second paragraph, rejection of claim 27 is the only 
rejection of claim 27 presented in the Action. Therefore, since the only rejection against claim 
27 has been shown to be inappropriate, Appellants respectfully submit that claim 27 is allowable. 

(iii) 35 U.S.C. § 102 

Appellants' remarks concerning the claim rejections in no way waive their rights to have 
the rejections relying on the Zeanah reference stricken for the reasons presented herein. 

Zeanah Does Not Constitute Prior Art 

Appellants have sworn behind the Zeanah reference 
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Zeanah apparently claims priority to provisional application 60/029,209 filed October 3 1, 
1996. Appellants' claims patentably distinguish over the Zeanah reference. Nevertheless, the 
Declaration filed on February 4, 2002 pursuant to 37 C.F.R. § 1.131 swears behind the Zeanah 
reference. The Declaration swears back prior to July 7, 1996. 

The Office entered the Declaration and acknowledged that it effectively swore behind 
both Downing (U.S. Patent 5,963,647) and Chang (U.S. Patent 5,884,288) as evidenced by the 
Office vacating the previous rejections based on these references (and the non use of these 
references in the Action). There is no contrary evidence of record. Appellants respectfully 
submit that the Declaration also effectively swears behind the Zeanah reference because Zeanah's 
earliest possible effective filing date is after July 7, 1996. Therefore, any rejection relying on the 
Zeanah reference has been rendered moot. 

It follows that the Offices's reliance on the Zeanah reference is moot in view of the 
Declaration. That is, the relied upon Zeanah reference does not constitute prior art. Hence, it is 
respectfully submitted that the 35 U.S.C. § 102(e) (and 35 U.S.C. § 103(a)) rejections should be 
withdrawn. 

Zeanah is not entitled to the provisional application filing date of October 3K 1996 

As noted above, Zeanah does not constitute prior art because the Declaration swears 
behind the October 31, 1996 filing date of Zeanah's provisional application 60/029,209. 
Nevertheless, even if the Declaration were not filed, Zeanah would still not constitute prior art 
because Zeanah is not entitled to the filing date of the provisional application. 
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Zeanah's provisional application does not comply with the first paragraph of 35 U.S.C. § 
1 12. Therefore, the Zeanah patent is only entitled to the nonprovisional application filing date of 
August 7, 1997. The present invention is entitled to (and claims benefit of) the November 27, 
1996 filing date of provisional application 60/031,956. Thus, Zeanah does not constitute prior 
art against Appellants 1 invention. 

Zeanah apparently claims priority to provisional application 60/029,209 filed October 3 1 , 
1996 (copy enclosed). However, a provisional application is required to comply with the first 
paragraph of 35 U.S.C. § 112. Note 35 U.S.C. § 1 11; 37 C.F.R. § 1.51; and MPEP § 601. 

It is respectfully submitted that the provisional application of Zeanah does not meet the 
requirements of the first paragraph of 35 U.S.C. § 1 12. Zeanah's provisional application does not 
contain sufficient information to enable one skilled in the art on October 31, 1996 to make or use 
an operable system without undue experimentation. Thus, the specification of the Zeanah 
provisional application is not enabling. Therefore, the Zeanah patent is not entitled to the 
October 31, 1996 filing date of the provisional application, but rather the August 7, 1997 filing 
date of the nonprovisional application. 

The First Paragraph of 35 U.S.C. $ 1 12 Requirement 

"The specification shall contain a written description of the invention, and of the manner and 
process of making and using it, in such full, clear, concise, and exact terms as to enable any 
person skilled in the art to which it pertains, or with which it is most nearly connected, to make 
and use the same, and shall set forth the best mode contemplated by the inventor of carrying out 
his invention." 
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The Undue Experimentation Factors 

MPEP § 2164.01(a) lists factors to be considered when determining a lack of enablement 
requirement: 



(A) 


The breadth of the claims. 


(B) 


The nature of the invention. 


(C) 


The state of the prior art. 


(D) 


The level of one of ordinary skill in the art. 


(E) 


The level of predictability in the art. 


(F) 


The amount of direction provided by the inventor. 


(G) 


The existence of working examples. 


(H) 


The quantity of experimentation needed to make or use the invention based on the 




content of the disclosure. 



Based on the evidence regarding each of the above factors, Zeanah's provisional 
application would not have taught one skilled in the art, at the date of filing, how to make and 
use the full scope of any invention without undue experimentation. 

As can be seen, the Zeanah provisional application comprises a combination of three 
separate documents: first document (pages 1-9); second document (pages i to A-5); and third 
document (section numbered pages 1-47). 

The first document (pages 1-9) is a requirements document of what the inventors would 
like to do, but lacks any presentation of knowledge of how to do it. This document merely 
provides proposed requirements for an alleged conceptual system. An example of the proposed 
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requirements may be found in section 2.2 (pages 4- 5) which states "1. A user should be"; "2. 
There should be a mechanism"; "3. The architecture should support"; "4. The architecture 
should support"; "5. The architecture should support"; and "6. The architecture should support". 

Note that the Zeanah provisional application language does not state that "a user is able"; 
"there is a mechanism"; or that "the architecture does support". Also, the first document lacks 
any description of the specific details necessary for a reproducible operable embodiment. The 
first document does not appear to be of any inventive value. 

Even if it were somehow possible for one skilled in the art to have ascertained the 
"requirements", the inventive step (which lies in reducing to practice a working relationship of 
structure to enable practice of the desired system, i.e., an enabling system) would still be lacking. 
Thus, the first document does not provide an enabling system. 

The second document of the Zeanah provisional application (pages i to A-5) is an 
architecture section which lacks the technology and explanations corresponding therewith of how 
to practice the system. The second document itself admits (page 1-1) that "The primary focus of 
this document is the conceptual application architecture" and that "following the adaption of this 
conceptual architecture, the next level of design work will take place fleshing out the details." 
Section A.7 (pages A-4 and A-5) begins the "hypothetical examples that must assume some 
implementation details which will change when the detailed application framework design is 
done ." That is, the provisional application reveals that after the alleged concept was completed 
(which it was not), then the next work (which hadn't even started yet) would involve figuring out 
the details (the guts of any inventive subject matter) necessary in order to implement the asserted 
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concept. Clearly one skilled in the art would not have been able to make and use the deficient 
incomplete concept (i.e., the alleged "invention") disclosed in the Zeanah provisional application 
without undue experimentation. Thus, the second document does not provide an enabling 
system. 

The third document of the Zeanah provisional application (section numbered pages 1-47) 
comprises presentation overheads which again are evidence that the disclosure was merely a 
theoretical idea without any enablement or reduction to practice. Page 2 of the third section lists 
the five (5) process steps needed to reduce to practice the asserted conceptual idea. However, a 
close reading of the provisional application reveals that only step one (basic theoretical idea) was 
ever begun. Page 47 is evidence that steps two through four were yet to begin. Page 47, in 
concluding the provisional application, admits that the necessary "next steps" of obtaining an 
architecture, selecting the proper tools, defining an implementation strategy, staffing a design 
team, and starting the detailed design were not yet completed (or begun). That is, steps two 
through four were not completed (or even begun) as of the filing date of October 31, 1996. Also, 
it should be noted that step four (page 2) admits that the "how", which is an integral component 
of enablement, is lacking. Thus, the third document also does not provide an enabling system. 

The three documents which make up the Zeanah provisional application, taken alone or in 
combination, fail to provide an enabling system. The provisional application's conceptual idea of 
"computer architecture to support global computer applications, including multiple languages 
and regional customizing" (title) is analogous to someone having the unresolved idea of a human 
travel to and from the nearest star. The provisional application's idea may have been noble, but 
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the necessary details for making the system were not known or included in the provisional filing 
on October 31, 1996. 

"A conception of an invention, though evidenced by disclosure, drawings, and even a 
model, is not a complete invention under the patent laws" (MPEP § 715.07; page 700-21 1, col. 1, 
August 2001). As previously shown, the Zeanah provisional application is merely a conceptual 
idea document. Under U.S. patent laws it cannot constitute a complete invention. Thus, because 
it is incomplete, it cannot be enabling. 

Furthermore, it is respectfully submitted that the conceptual idea as disclosed in the 
provisional application of Zeanah does not meet the patent law definition of "conception" (MPEP 
§ 2138.04). Conception requires the complete performance of the mental part of the inventive 
act and it is the formation in the mind of the inventor of a definite and permanent idea of the 
complete and operative invention as it is thereafter to be applied in practice. Conception requires 
the disclosure to be clear to enable one skilled in the art to reduce it to practice without undue 
experimentation or inventive skill. Conception is not complete if uncertainty undermines the 
specificity of the inventor's idea that it is not yet a definite and permanent reflection of the 
complete invention as it will be used in practice. As previously discussed, Zeanah's provisional 
application is neither complete nor operative, and it would require undue experimentation and 
further inventive skill. Thus, Zeanah's provisional application disclosure cannot constitute 
"conception." 

Appellants have shown that Zeanah's provisional application does not constitute a 
"conception." Furthermore, even if it were somehow possible for the provisional application to 
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meet the requirements of "conception" , "conception is not enablement" (MPEP § 2138.04; page 
2100-107, col. 1, August 2001). Nevertheless, Appellants have also shown that the provisional 
application does not meet the "enabling" requirements of the first paragraph of 35 U.S.C. § 1 12. 

Therefore, the Zeanah patent is not entitled to the October 31, 1996 filing date of the non 
enabling provisional application. The Zeanah patent is, at best, only entitled to the August 7, 
1997 filing date. The application that is the subject of this appeal is entitled to (and claims the 
benefit of) the November 27, 1996 filing date of provisional application 60/03 1,956. In 
conclusion, the Zeanah reference cannot constitute prior art against Appellants' invention. 

The Pending Claims Are Not Anticipated By Zeanah 

In the Action claims 1-6, 8-13, 16, and 22-26 were rejected under 35 U.S.C. § 102(e) as 
being anticipated by Zeanah. These rejections are respectfully traversed. 

As noted above, Zeanah does not constitute prior art. Nevertheless, even if it were 
somehow possible for Zeanah to constitute prior art, Zeanah still would not anticipate the 
claimed invention. 

Zeanah does not teach each and every feature, relationship and/or step of the claimed 
invention arranged in the manner recited in the claims, as is required to sustain the rejections. 
Thus, it is respectfully submitted that the 35 U.S.C. § 102(e) rejections should be withdrawn. 
Claim 1 

Zeanah does not teach an automated banking machine including a transaction function 
device and a computer and software in the manner recited. Zeanah does not teach software that 
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is operative to process HTML documents including instructions therein in the manner recited. 
Zeanah does not teach that a transaction function device is operative to carry out a transaction 
function responsive to software processing at least one document including at least one 
instruction adapted to cause a computer to cause operation of the transaction function device. 
Zeanah does not teach processing an HTML document instruction to cause operation of a 
transaction function device. 

The Action (on page 3) relies on Zeanah's reference to a web browser (col. 5 5 lines 50- 
53). However, there is no evidence in Zeanah of an HTML document including an instruction to 
cause operation of a transaction function device. Nor is there any evidence in Zeanah that a 
browser processes HTML document instructions to operate a transaction function device. The 
Action alleges that "web browsers are software application used to locate and display web pages; 
hence, processing HTML documents." 1 The Action further alleges that "the transaction function 
device is operative to carry out the transaction function responsive to the browser processing at 
least one document including at least one instruction adapted to cause the computer to cause 
operation of the transaction function device." 

The Appellants respectfully disagree. Claim 1 specifically recites that "the transaction 
function device is selectively operative to carry out a transaction function." Claim 1 also 
specifically recites that "the input device is operative to receive inputs, whereby a user is enabled 
to provide inputs to the machine" and that "the output device outputs information, whereby a user 
is enabled to perceive outputs from the output device." The Action is silent as to what 
components of Zeanah constitute the recited input device and output device. However, the 
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Action does allege that Zeanah at col. 9, lines 8-14 teaches a transaction function device. 
Appellants respectfully submit that the referenced "touch screen" and "screen display" (at col. 9, 
lines 8-14) do not constitute transaction function devices in Zeanah, but (at best) respectively an 
input device and an output device. The other referenced components (printer, card reader, 
envelope depository, cash dispenser, etc.) do not involve display. Thus, even if the Actions 
allegation that "web browsers are software application used to locate and display web pages" was 
accurate, then Zeanah's web browser would not be associated with non display components 
(printer, card reader, envelope depository, cash dispenser, etc.). That is, Zeanah's non display 
components do not require or use the display of web pages (i.e., the use of Zeanah's browser) to 
operate. For example, why would a cash dispenser need a browser to display a web page (as 
alleged in the Action) in order to operate? Hence, Zeanah's browser is unrelated to operation of a 
transaction function device. Further, there is no evidence that Zeanah's browser can process 
transaction function device operating instructions. Zeanah's browser, at best, and as admitted in 
the Action, is only operative to " display web pages." That is, Zeanah's browser does not include 
software which is capable of performing transaction function device instruction processing. It 
follows that Zeanah does not teach the recited software. It further follows that Zeanah does not 
teach that a transaction function device operates responsive to a browser processing an HTML 
document instruction. 

The Action's allegation that "the transaction function device is operative to carry out the 
transaction function responsive to the browser processing at least one document including at least 
one instruction adapted to cause the computer to cause operation of the transaction function 
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device (see col. 5, lines 44-54; col. 9, lines 8-14; col. 14, lines 49-54; col. 32, lines 48-57)" is 
without merit. None of these cited sections of Zeanah teach the allegation of a browser 
processing a document instruction to operate a transaction function device. As previously 
discussed, Zeanah's browser (at best) is for displaying web pages, it is not associated with 
processing transaction function device operating instructions. That is, Zeanah does not teach the 
recited processing software. 

The Action's references to Zeanah at col. 5 and col. 9 have already been discussed. 
Zeanah at col. 14, lines 49-54 and col. 32, lines 48-57 pertains to the transaction services set (90). 
A transaction executor component (91) validates data to determine whether enough information 
actually exists for a transaction. If data is missing then additional information is collected. 
Information may be collected from other objects, such as a customer ID component (1 1 1). The 
transaction services set (90) is not associated with software which is capable of performing 
transaction function device instruction processing. Nor can the transaction services set (90) 
constitute the recited software. Contrarily, the transaction services set (90) is located in Zeanah's 
delivery system (12) (e.g., Figure 2) which is separate (distant) from the remote devices (e.g., 
Figure 1) (in which the Action alleges the software is contained). That is, the transaction 
services set (90) would not be located at an automated banking machine, especially an automated 
banking machine including a transaction function device and software operative to process 
HTML document instructions to cause operation of the transaction function device. 

Appellants respectfully submit that Zeanah does not disclose each and every element of 
the claimed invention arranged in the manner recited in the claim, as is required to sustain the 

19 



rejection. The rejection of claim 1 is based on alleged teachings of Zeanah, not factual showings 
of what Zeanah actually teaches. Therefore, Zeanah cannot anticipate claim 1 . 
Claim 2 

Zeanah does not teach that a sheet dispenser is operative to function responsive to a 
browser processing a document instruction adapted to cause operation of the sheet dispenser. 
Zeanah does not anticipate the claim. 
Claim 3 

Zeanah does not teach that a card reader is operative to function responsive to a browser 
processing a document instruction adapted to cause operation of the card reader. Zeanah does 
not anticipate the claim. 
Claim 4 

Zeanah does not teach that a printer is operative to function responsive to a browser 
processing a document instruction adapted to cause operation of the printer. Zeanah does not 
anticipate the claim. 
Claim 5 

Zeanah does not teach that a depository is operative to function responsive to a browser 
processing a document instruction adapted to cause operation of the depository. Zeanah does not 
anticipate the claim. 
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Claim 6 

Zeanah does not teach that a keyboard is operative to function responsive to a browser 
processing a document instruction adapted to cause operation of the keyboard. Zeanah does not 
anticipate the claim. 
Claim 8 

Claim 8 is directed to an ATM. The Action's allegations and the relied upon sections 
concerning Zeanah have already been addressed with regard to claim 1 . Thus, Appellants' 
remarks in support of the patentability of claim 1 are incorporated by reference as if fully 
rewritten herein. Zeanah does not teach that a transaction function device is operative to cause 
the ATM to carry out a transaction function responsive to at least one HTML document that is 
received by a browser. Hence, Zeanah does not anticipate claim 8. 
Claim 9 

Appellants' remarks in support of the patentability of claim 1 are incorporated by 
reference as if fully rewritten herein. 

Claim 9 is directed to a method. Zeanah does not teach an HTML format document 
including a transaction instruction. Zeanah also does not teach receiving the HTML format 
document with a browser. Zeanah further does not teach carrying out a transaction function with 
a transaction function device in an automated banking machine responsive to the transaction 
instruction of the document. As previously discussed, Zeanah's browser, at best, and as admitted 
in the Action, is only operative to display web pages, it is not associated with receiving 
transaction instructions. Thus, Zeanah cannot anticipate claim 9. 
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Claim 10 

Claim 10 depends from claim 9. Zeanah does not also produce an output through an 
output device (of an automated banking machine) responsive to the at least one HTML 
document. That is, Zeanah does not both carry out a transaction function with a transaction 
function device and produce an output through an output device responsive to at least one HTML 
document. Thus, Zeanah does not anticipate the claim. 
Claim 11 

Appellants' remarks in support of the patentability of claim 1 are incorporated by 
reference as if fully rewritten herein. 

Claim 1 1 is directed to a method. Zeanah does not teach carrying out a transaction 
function with a transaction function device in an automated banking machine responsive to a 
document having a transaction instruction embedded therein. Where does Zeanah teach the 
recited step? Zeanah does not anticipate claim 1 1 . 
Claim 12 

Appellants' remarks in support of the patentability of claim 1 are incorporated by 
reference as if fully rewritten herein. 

Claim 12 is directed to an ATM. Zeanah does not teach an ATM that operates to conduct 
a financial transaction responsive to a mark-up language document. Therefore, Zeanah cannot 
anticipate claim 12. 
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Claim 13 

Appellants 1 remarks in support of the patentability of claim 1 are incorporated by 
reference as if fully rewritten herein. 

Claim 13 is directed to an automated banking machine. Zeanah does not teach that a 
computer is adapted to cause a banking transaction to be carried out through operation of at least 
one transaction function device in the machine responsive to at least one mark up language 
document. Consequently, Zeanah cannot anticipate claim 13. 
Claim 16 

Appellants' remarks in support of the patentability of claim 1 are incorporated by 
reference as if fully rewritten herein. 

Claim 16 is directed to a method. Zeanah does not teach carrying out at least a portion of 
a banking transaction with an automated banking machine transaction function device responsive 
to processing at least one mark up language document with a computer. Zeanah does not teach 
the recited steps. It follows that Zeanah cannot anticipate claim 16. 
Claim 22 

Claim 22 depends from claim 16. Zeanah does not provide an output through an output 
device (of an automated banking machine) responsive to processing at least one mark up 
language document with the computer in the manner recited. That is, Zeanah does not both carry 
out at least a portion of a banking transaction with a transaction function device and provide an 
output through an output device responsive to processing at least one mark up language 
document with a computer. Thus, Zeanah does not anticipate the claim. 
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Claim 23 

Claim 23 depends from claim 22. Zeanah does not teach that an output is provided 
responsive to browser software processing the at least one mark up language document. Zeanah 
does not anticipate the claim. 
Claim 24 

Claim 24 depends from claim 23. Zeanah does not teach providing visual output through 
a screen responsive to browser software processing the at least one mark up language document. 
Zeanah does not anticipate the claim. 
Claim 25 

Claim 25 depends from claim 16. Zeanah does not teach that an HTML document is 
processed by a computer in the manner recited. Thus, Zeanah does not anticipate the claim. 
Claim 26 

Claim 26 depends from claim 16. Zeanah does not teach that the processing of at least 
one mark up language document is operative to both provide an output through an output device 
and to carry out at least a portion of a banking transaction. It follows that Zeanah cannot 
anticipate the claim. 

(iv) 35 U.S.C. § 103 

The attempts to combine the teachings of the references are clearly attempts at hindsight 
reconstruction of Appellants' claimed invention, which is legally impermissible and does not 
constitute a valid basis for a finding of obviousness. In re Fritch, 22 USPQ2d 1780 (Fed. Cir. 
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1992). The rejections, which lack the necessary evidence and rationale, are based on knowledge 
gleaned only from Appellants 1 disclosure. It follows that it would not have been obvious to have 
modified the references in the manner alleged. Furthermore, without a motivation to combine, 
which is the current situation, a rejection based on a prima facie case of obviousness is improper 
(MPEP§ 2143.01). 

Appellants traverse the rejections on the grounds that Appellants' claims recite features, 
relationships, and/or steps which are neither disclosed nor suggested in the prior art, and because 
there is no teaching, suggestion, or motivation cited so as to produce Appellants' invention. The 
features, relationships, and/or steps recited in Appellants' claims patentably distinguish over the 
applied reference(s). Nor would it have been obvious to one having ordinary skill in the art to 
have combined the teachings of the references to have produced the recited invention. The 
Office does not factually support any prima facie conclusion of obviousness. To establish prima 
facie obviousness, the prior art must teach or suggest all the claim limitations. If the Office does 
not produce a prima facie case, which is the current situation, then the Appellants are under no 
obligation to submit evidence of nonobviousness (MPEP § 2142). Thus, it is respectfully 
submitted that the 35 U.S.C. § 103(a) rejections should be withdrawn. 

The legality of Russell as prior art is questioned 

The Russell patent has a filing date of August 22, 1997. As previously discussed, 
Appellants' Declaration swears back prior to July 7, 1996. The Russell patent is a continuation- 
in-part of many other applications, some of which themselves are a continuation-in-part of 

25 



another application. Some of these applications dates are not earlier than July 7, 1996. For 
example, the Russell patent is a continuation-in-part of application 08/838,501 (filed April 7, 
1997) which is a continuation-in-part of application 08/820,540 (filed March 19, 1997) which is 
a continuation-in-part of application 08/753,367 (filed November 25, 1996). The Russell patent 
indicates that applications 08/838,501 and 08/820,540 relate to bar codes and the Internet (col. 
1). Hence, Appellants have shown the likelihood that the subject matter relied upon in the 
Russell patent is not prior art. The Office has presented no evidence of record that the subject 
matter relied upon in the Russell patent is prior art. Appellants are entitled to a showing of facts. 
Thus, Appellants respectfully submit that the Russell patent does not constitute prior art. 

The Pending Claims Are Not Obvious Over 
Zeanah in view of Russell 

In the Action claims 7, 14, 28, and 30 were rejected under 35 U.S.C. § 103(a) as being 
unpatentable over Zeanah in view of Russell. These rejections are respectfully traversed. 

The independent claims from which these claims depend have been previously shown to 
be allowable. Thus, it is asserted that these dependent claims are allowable on the same basis. 
Furthermore, each of these dependent claims additionally recites specific features and 
relationships that patentably distinguish the claimed invention over the applied art. 

Neither Zeanah nor Russell, taken alone or in combination, discloses or suggests the 
recited features and relationships. Nor would it have been obvious to one having ordinary skill in 
the art to have modified Zeanah with the teachings of Russell to have produced the claimed 
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invention. The Action does not establish a prima facie showing of obviousness. Therefore, 
Appellants respectfully submit that the 35 U.S.C. § 103(a) rejections should be withdrawn. 
Claim 7 

Claim 7 depends from claim 1 . The Action admits (on page 8) that Zeanah does "not 
expressly disclose a software that is operative responsive to an instruction to access at least one 
HTTP record address (i.e. "URL"), wherein the at least one HTTP record address corresponds to 
at least one HTTP record (i.e. "HTML document") including instructions adapted to cause the 
computer to cause operation of the transaction function device." 

The Action alleges that Russell teaches the features and relationships admitted as absent 
in Zeanah. Appellants respectfully disagree. Russell cannot overcome both the admitted and the 
other (previously discussed) deficiencies of Zeanah as it does not disclose or suggest the recited 
features and relationships which are not found in Zeanah. 

The Action is unclear as to where Russell teaches or suggests accessing an HTTP record 
having instructions adapted to cause operation of a transaction function device, especially where 
software is operative responsive to an instruction to access an HTTP record address 
corresponding to the HTTP record. The cited sections of Russell do not teach or suggest the 
features and relationships. Nor does Russell teach or suggest the features and relationships. For 
example, where does Russell teach or suggest the relationship of software and an HTTP record 
having instructions adapted to cause operation of a transaction function device? 

The Action is silent as to how the system of Zeanah could be modified by the teachings of 
Russell. Nor is there any motivation to combine. Also, the alleged modification to Zeanah 
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would destroy the disclosed and desired utility and operability of the Zeanah teaching. An 
obviousness rejection cannot be based on a combination of features if making the combination 
would result in destroying the utility or advantage of the device shown in the prior art. In re 
Fine, 5 USPQ2d 1598-99 (Fed. Cir. 1988). The only suggestion for having the recited software 
is found in Appellants' own novel disclosure. It follows that the alleged modification of Zeanah 
(and the rejection) is based on hindsight reconstruction of the recited invention based on 
Appellants' disclosure, which is impermissible. Furthermore, even if it were somehow possible 
to modify the system of Zeanah with the teachings of Russell as alleged, such modification still 
would not result in the recited features and relationships. Neither Zeanah nor Russell, taken 
alone or in combination, discloses or suggests the recited features and relationships. Therefore, it 
would not have been obvious to one having ordinary skill in the art to have modified Zeanah with 
the teachings of Russell to have produced the claimed invention. The Action has not presented a 
prima facie showing of obviousness. 
Claim 14 

Claim 14 depends from claim 13. The Action admits (on page 9) that Zeanah does "not 
disclose a computer including a document handling software. " Appellants respectfully submit 
that Russell cannot overcome both the admitted and previously discussed deficiencies of Zeanah, 
as it does not disclose or suggest the recited features and relationships which are not found in 
Zeanah. For example, Russell does not disclose or suggest that a computer is operative to carry 
out a banking transaction responsive to document handling software processing a mark up 
language document, especially where the computer is adapted to cause the banking transaction to 
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be carried out through operation of a transaction function device responsive to the mark up 
language document. Neither Zeanah nor Russell, taken alone or in combination, discloses or 
suggests the recited features and relationships. Nor has the Action presented a prima facie 
showing of obviousness. 
Claim 28 

Claim 28 depends from claim 14. As previously discussed with regard to claim 14, the 
Action admits (on page 9) that Zeanah does "not disclose a computer including a document 
handling software." As previously discussed, it would not have been obvious to one having 
ordinary skill in the art to have modified Zeanah with the teachings of Russell to have produced 
the recited invention of claim 14. 

Additionally, neither Zeanah nor Russell, taken alone or in combination, discloses or 
suggests that a computer is adapted to automatically operate a transaction function device 
responsive to the processing of a mark up language document with document handling software. 
The relied upon sections of Russell at col. 6, lines 39-46 and col. 21, lines 43-45 do not teach or 
suggest automatically operating a transaction function device responsive to the processing of a 
mark up language document. Thus, it would not have been obvious to one having ordinary skill 
in the art to have modified Zeanah with the teachings of Russell to have produced the claimed 
invention. It follows that the Action has not established a prima facie showing of obviousness. 
Claim 30 

Claim 30 depends from claim 13. Neither Zeanah nor Russell, taken alone or in 
combination, discloses or suggests that a computer is operative both to cause a banking 
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transaction to be carried out through operation of a transaction function device responsive to at 
least one mark up language document, and to automatically display at least one visual output 
through a display device responsive to processing of the at least one mark up language document. 
The relied upon sections of Russell do not teach or suggest recited features and relationships. 
The Action is silent as to how the system of Zeanah could be modified by the teachings of 
Russell. Nor would it have been obvious to have modified Zeanah with the teachings of Russell 
to have produced the claimed invention. Again, the Office has not presented a prima facie 
showing of obviousness. 

The Pending Claims Are Not Obvious Over 
Zeanah in view of Russell and McLean 

In the Action claim 29 was rejected under 35 U.S.C. § 103(a) as being unpatentable over 

Zeanah in view of Russell and McLean. This rejection is respectfully traversed. 

Claim 29 

Claim 29 depends from claim 28 which depends from claim 14 which depends from 
claim 13. The Action admits (on page 10) that Zeanah does not disclose a currency dispenser 
dispensing at least one note. That is, the Action admits that Zeanah does not teach the dispensing 
of currency through operation of a currency dispenser responsive to at least one mark up 
language document. 

Neither Russell nor McLean teaches or suggests the dispensing of currency through 
operation of a currency dispenser responsive to at least one mark up language document. The 
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relied upon sections of McLean do not teach or suggest the recited features and relationships. 
The Action is silent as to McLean even being associated with a mark up language document. 
Thus, neither Russell nor McLean can overcome both the admitted and previously discussed 
deficiencies of Zeanah as neither reference discloses nor suggests the recited features and 
relationships which are not found in Zeanah. 

Neither Zeanah nor Russell nor McLean, taken alone or in combination, teaches or 
suggests the recited features and relationships. Thus, it would not have been obvious to have 
modified Zeanah with the teachings of Russell and McLean to have produced the claimed 
invention. Nor has the Office presented a prima facie showing of obviousness. 

The Pending Claims Are Not Obvious Over 
Zeanah in view of McLean 

In the Action claims 15 and 17 were rejected under 35 U.S.C. § 103(a) as being 

unpatentable over Zeanah in view of McLean. These rejections are respectfully traversed. 

Claim 15 

Claim 15 depends from claim 13. The Action admits (on page 10) that Zeanah does not 
disclose dispensing at least one note. That is, the Action admits that Zeanah does not teach the 
dispensing of a note through operation of a note dispenser responsive to at least one mark up 
language document. 

McLean does not teach or suggest the dispensing of a note through operation of a note 
dispenser responsive to at least one mark up language document. The relied upon sections of 
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McLean do not teach or suggest the recited features and relationships. The Action is silent as to 
McLean even being associated with a mark up language document. Thus, McLean cannot 
overcome both the admitted and previously discussed deficiencies of Zeanah, as it does not 
disclose or suggest the recited features and relationships which are not found in Zeanah. 

Neither Zeanah nor McLean, taken alone or in combination, teaches or suggests the 
recited features and relationships. Thus, it would not have been obvious to have modified 
Zeanah with the teachings of McLean to have produced the claimed invention. The Office has 
not established a prima facie showing of obviousness. 
Claim 17 

Claim 17 depends from claim 16. The Action admits (on page 11) that Zeanah does not 
disclose dispensing at least one note. That is, the Action admits that Zeanah does not teach 
dispensing a note with a note dispenser responsive to processing a mark up language document. 

McLean does not teach or suggest the dispensing of a note with a note dispenser 
responsive to processing a mark up language document. The relied upon sections of McLean do 
not teach or suggest the recited features, relationships, and steps. The Action is silent as to 
McLean even being associated with a mark up language document. Thus, McLean cannot 
overcome both the admitted and previously discussed deficiencies of Zeanah, as it does not 
disclose or suggest the recited features and relationships which are not found in Zeanah. 

Neither Zeanah nor McLean, taken alone or in combination, teaches or suggests the 
recited features and relationships. It follows that it would not have been obvious to have 
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modified Zeanah with the teachings of McLean to have produced the claimed invention. Thus, 
the Office has not established a prima facie showing of obviousness. 

The Pending Claims Are Not Obvious Over 
Zeanah in view of McMillan 

In the Action claims 18-21 were rejected under 35 U.S.C. § 103(a) as being unpatentable 

over Zeanah in view of McMillan. These rejections are respectfully traversed. 

Claim 18 

Claim 18 depends from claim 16. The Action admits (on page 1 1) that Zeanah does not 
disclose a card reader reading indicia from a card. That is, the Action admits that Zeanah does 
not teach reading indicia with a reading device responsive to processing a mark up language 
document. 

McMillan does not teach or suggest reading indicia with a reading device responsive to 
processing a mark up language document. The relied upon sections of McMillan do not teach or 
suggest the recited features, relationships, and steps. The Action is silent as to McMillan even 
being associated with a mark up language document. Thus, McMillan cannot overcome both the 
admitted and previously discussed deficiencies of Zeanah, as it does not disclose or suggest the 
recited features and relationships which are not found in Zeanah. 

Neither Zeanah nor McMillan, taken alone or in combination, teaches or suggests the 
recited features and relationships. Nor would it have been obvious to have modified Zeanah with 
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the teachings of McMillan to have produced the claimed invention. The Office has not 
established a prima facie showing of obviousness. 
Claim 19 

Claim 19 depends from claim 18 which depends from claim 16. As previously discussed, 
the Action admits (on page 1 1) that Zeanah does not disclose a card reader reading indicia from a 
card. That is, the Action admits that Zeanah does not teach reading indicia with a card reader 
responsive to processing a mark up language document. 

McMillan does not teach or suggest reading indicia with a card reader responsive to 
processing a mark up language document. The relied upon sections of McMillan do not teach or 
suggest the recited features, relationships^ and steps. The Action is silent as to McMillan even 
being associated with a mark up language document. Thus, McMillan cannot overcome both the 
admitted and previously discussed deficiencies of Zeanah, as it does not disclose or suggest the 
recited features and relationships which are not found in Zeanah. 

Neither Zeanah nor McMillan, taken alone or in combination, teaches or suggests the 
recited features and relationships. It follows that it would not have been obvious to have 
modified Zeanah with the teachings of McMillan to have produced the claimed invention. Thus, 
the Office has not established a prima facie showing of obviousness. 
Claim 20 

Claim 20 depends from claim 16. Neither Zeanah nor McMillan, taken alone or in 
combination, teaches or suggests the recited features and relationships. Neither Zeanah nor 
McMillan, taken alone or in combination, teaches or suggests sensing a key input responsive to 
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processing a mark up language document. The Action is silent as to McMillan even being 
associated with a mark up language document. Thus, it would not have been obvious to have 
modified Zeanah with the teachings of McMillan to have produced the claimed invention. Nor 
has the Office presented a prima facie showing of obviousness. 
Claim 21 

Claim 21 depends from claim 16. Neither Zeanah nor McMillan, taken alone or in 
combination, teaches or suggests the recited features and relationships. Neither Zeanah nor 
McMillan, taken alone or in combination, teaches or suggests receiving a deposit with a 
depository responsive to processing a mark up language document. The Action is silent as to 
McMillan even being associated with a mark up language document. Thus, it would not have 
been obvious to have modified Zeanah with the teachings of McMillan to have produced the 
claimed invention. Again, the Office has not presented a prima facie showing of obviousness. 

Additional Comments 

Appellants respectfully submit that the Action does not correctly ascertain the level of 
one having ordinary skill in the art, to which the claimed subject matter pertains, at the time of 
the invention. That is, the level of one having ordinary skill in the art is at least limited to that 
knowledge which was publically known prior to July 7, 1996 (note Appellants' Declaration). 
Thus, the Action's alleged motivations for combining reference teachings (and other allegations), 
which depend on one having ordinary skill in the art, lack the required (prior art) showing of 
evidence and rationale necessary to maintain the rejections. For example, the Action alleges (in 
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apparently all of the prior art rejections) that "it is known" that web browsers are software 
application used to locate and display web pages (i.e. 'HTML documents'). However, there is no 
indication that the Office stepped backward in time to when the invention was unknown and just 
before it was made to make its determination of reasons for motivation (and obviousness). 
Appellants respectfully submit that the Office did not reach a conclusion based on facts gleaned 
only from the prior art. That is, the Office incorrectly applied the level of one having ordinary 
skill in the art of today, especially in relation to use of HTML documents associated with the 
operation of a transaction function device in an automated banking machine. For these additional 
reasons, Appellants respectfully submit that the rejections should be withdrawn. 



Each of Appellants' claims meets the requirements of 35 U.S.C. § 1 12. Also, as 
explained above, each of the pending claims specifically recites features, relationships, and/or 
steps that are neither disclosed nor suggested in any of the applied art. Furthermore, the applied 
art is devoid of any teaching, suggestion, or motivation for combining features of the applied art 
so as to produce the recited invention. For these reasons it is respectfully submitted that all of the 
pending claims are allowable. 



CONCLUSION 



Respectfully submitted, 




WALKER & JOCKE 
23 1 South Broadway 
Medina, Ohio 44256 
(330) 721-0000 
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APPENDIX 



CLAIMS 

1 . Apparatus comprising; 

an automated banking machine, including: 

an output device, wherein the output device outputs information, whereby 
a user is enabled to perceive outputs from the output device; 

an input device, wherein the input device is operative to receive inputs, 
whereby a user is enabled to provide inputs to the machine; 

a transaction function device, wherein the transaction function device is 
selectively operative to carry out a transaction function; 

a computer, wherein the computer is in operative connection with the 
output device, the input device and the transaction function device; 
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software executable in the computer, wherein the software includes a 
browser, wherein the browser is operative to process HTML documents 
including instructions therein, and wherein the transaction function device 
is operative to carry out the transaction function responsive to the browser 
processing at least one document including at least one instruction adapted 
to cause the computer to cause operation of the transaction function 
device. 



2. 



The apparatus according to claim 1 wherein the transaction function device 



includes a sheet dispenser. 



3. 



The apparatus according to claim 1 wherein the transaction function device 



includes a card reader. 



4. 



The apparatus according to claim 1 wherein the transaction function device 



includes a printer. 



5. 



The apparatus according to claim 1 wherein the transaction function device 



includes a depository. 
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6. The apparatus according to claim 1 wherein the transaction function device 
includes a keyboard. 

7. The apparatus according to claim 1 wherein the software is operative responsive 
to an instruction to access at least one HTTP record address, wherein the at least one HTTP 
record address corresponds to at least one HTTP record including instructions adapted to cause 
the computer to cause operation of the transaction function device. 

8. An Automated Teller Machine (ATM) comprising: 
a computer; 

a browser operating in the computer; 

a transaction function device in operative connection with the computer, wherein 
the transaction function device is operative to cause the ATM to carry out a 
transaction function responsive to at least one HTML format document that is 
received by the browser. 

9. A method comprising the steps of: 
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a) operating a browser in at least one computer in connection with an 
automated banking machine; 

b) receiving at least one HTML format document with the browser, wherein 
the at least one HTML format document includes at least one transaction 
instruction; 

c) carrying out at least one transaction function with a transaction function 
device in the automated banking machine responsive to the at least one 
HTML format document. 

10. The method according to claim 9 wherein the automated banking machine 
includes an output device in operative connection with the computer, and further comprising the 
step of: 

d) producing an output through the output device responsive to the at least 
one HTML format document. 

11. A method comprising the steps of: 
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a) 



operating a browser in at least one computer in operative connection with 
an automated banking machine; 



b) receiving at least one document with the browser, wherein the document 
includes at least one transaction instruction embedded therein; 

c) carrying out at least one transaction function with a transaction function 
device in the automated banking machine responsive to the at least one 
document including the at least one transaction instruction. 

12. An Automated Teller Machine (ATM) that operates to conduct at least one 
financial transaction responsive to at least one mark-up language document. 

13. An automated banking machine comprising: 

a computer in operative connection with the banking machine; 

at least one transaction function device in the banking machine adapted to carry 
out at least a portion of a banking transaction; 
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wherein the computer is adapted to cause at least one banking transaction to be 
carried out through operation of the at least one transaction function device 
responsive to at least one mark up language document. 

14. The machine according to claim 13 wherein the computer includes document 
handling software, and wherein the computer is operative to carry out the at least one banking 
transaction responsive to the document handling software processing the at least one mark up 
language document. 

15. The automated banking machine according to claim 13 wherein the transaction 
function device includes a note dispenser, and wherein the at least one banking transaction 
includes dispensing at least one note from the note dispenser. 

16. A method comprising the steps of: 

a) providing an automated banking machine including at least one transaction 
function device, wherein the automated banking machine is in operative 
connection with at least one computer; 

b) processing at least one mark up language document with the computer; 
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c) carrying out at least a portion of a banking transaction with the transaction 
function device responsive to processing the at least one mark up language 
document with the computer in step (b). 

17. The method according to claim 16 wherein the transaction function device 
includes a note dispenser, and wherein in step (c) the portion of the banking transaction includes 
dispensing at least one note with the note dispenser. 

18. The method according to claim 16 wherein the transaction function device 
includes at least one reader device, and wherein in step (c) the portion of the transaction includes 
reading indicia with the reading device. 

19. The method according to claim 1 8 wherein the reading device includes a card 
reader, and wherein in step (c) indicia is read from a card. 

20. The method according to claim 1 6 wherein the transaction function device 
includes at least one key, and wherein in step (c) the portion of the banking transaction includes 
sensing an input through the at least one key. 
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2 1 . The method according to claim 1 6 wherein the transaction function device 
includes a depository, and wherein in step (c) the portion of the banking transaction includes 
receiving a deposit with the depository. 

22. The method according to claim 16 wherein in step (a) the banking machine 
includes at least one output device, and further comprising the step of: 

d) providing at least one output through the output device responsive to 
processing at least one mark up language document with the computer. 

23. The method according to claim 22 wherein the computer includes browser 
software, and wherein in step (d) the at least one output is provided responsive to the browser 
software processing the at least one mark up language document. 

24. The method according to claim 23 wherein the output device includes a screen 
and wherein in step (d) the at least one output includes a visual output through the screen. 

25. The method according to claim 16 wherein in step (b) at least one HTML 
document is processed by the computer. 
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26. The method according to claim 16 wherein the automated banking machine 
includes an output device, and wherein in step (c) processing the at least one mark up language 
document is operative to cause the computer to provide an output through the output device and 
to carry out at least the portion of the banking transaction. 

27. The method according to claim 16 wherein the computer is operative to cause the 
carrying out of the portion of the banking transaction responsive to at least one software applet. 

28. The apparatus according to claim 14 wherein the document handling software 
includes a browser, wherein the computer is adapted to automatically operate at least one 
transaction function device responsive to the processing of at least one mark up language 
document with the document handling software. 

29. The apparatus according to claim 28 wherein at least one transaction function 
device includes a currency sheet dispenser, and wherein the banking transaction includes 
dispensing at least one currency sheet from the currency sheet dispenser. 

30. The apparatus according to claim 13 and further including a display device having 
a display screen, wherein the computer includes document handling software, wherein the 
computer is operative to automatically display at least one visual output through the display 
device responsive to processing at least one mark up language document with the computer. 
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'he following are requirements for an NT Self-Service Delivery Architecture. 

Jdefining the requirements, particular terminology is used. It will be helpful to 
Werstand this terminology before reading the requirements. 

• Component - A component is any piece of a delivery system (hardware or 
software) that is potentially independently replaceable. Components have 
well defined interfaces. Software components are usually embodied as 
either executables (.EXEs) or dynamically loaded libraries (.DLLs). 

• Application - A set of components that does a specific business function 
(e.g. Cash Withdrawal). An application is envisioned to typically consist of 
several components: one or more Dialog components which handle the 
user interface, one or more Business Rule components, and one or more 
Transaction components which handle the message interface with 
External Service Providers. 



1. PLATFORM REQUIREMENTS 

1.1 To evolve to a common application base for customer self service 
applications on all access devices. 

1 . CATs, CASSTs, PC CATs, and other kiosk terminals. 

2. Home banking terminals through dial-up lines: customer PCs/MACs, 
PDAs, screen phones, Internet Browsers, Interactive TV. 

3. Applications could run on staff terminals (but architecture may not cover 
everything needed for full staff applications; ex. entitlements, dual 
screens). 

4. Applications could be moved to a new device types or environments with 
small incremental cost (e.g. IVR environment). 

1.2 To support platform components from Citicorp selected standards: 

1 . Client: Application components run on iX86 platforms with Windows 
NT/95; User interface projectable to Macintosh and other Citicorp selected 

. non-Windows platforms. 

2. Server: Platforms running Windows NT 
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1.3 To support 3rd party devices and off-the-shelf software components 

1. Portability of applications and application services onto 3rd parly „i ; ,tf„ m , 
that comply with the architecture specified system platform standards 

2. Support of widely accepted industry standard hardware interfaces to 
enable integration of 3rd party peripheral components. 

3. Compliance with industry standard software development techniques and 
interfaces to ensure integration of off- the-shelf 3rd party software 
components. 

2. USER INTERFACE REQUIREMENTS 

2.1 To support state of the art user interfaces customized for the 
environment 

1. An application can have different presentation styles on different device 
types (e.g. CAT. home PC, PDA. screen phone, etc.). 

2. Support multiple languages. 

3. Support style flexibility by region (color schemes, graphics, icons font 
size, etc.) to satisfy local cultural differences. : 

4 ' needs 0 " 1 Variat '° nS countr y /curr ency, customer type, and local business 

5. Allow easy integration of off-the-shelf multi-media elements into the user 
interface where supported by the display environment (e.g. sound 
images, sophisticated graphics, video, animation). 

6. Support multiple field input forms with "point-and-click" navigation 
between fields, and input data validation including basic field validations 
(re-usable) and cross field validations. 

7. Support local dynamic changes at the client to form templates and data 
based on user selection or input. 

8. There should be similar mechanisms for formatting printed output as for 
display output. 

2.2 To support flexible navigation paradigms. 

1 - A user should be able to work at several application points simultaneously 
and switch between them. These could be in separate applications, or 
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multiple instances of the same application. One should be able to leave at 
any point in an application and start another application, while saying the 
original context and allowing a later switch back or return to it. 

2. There should be a mechanism for exchanging user's data between 
applications, for example, so the user doesn't have to reenter data. 

3. The architecture should support multiple types of user navigation modes 
to support multiple paths to an application, including for example: Linear 
(guide user through detailed Q&A steps as in current CAT), Non-linear 
broad branching (e.g. pull down menus), Preferred (e.g. user specified 
shortcuts), Query (e.g. search engine, natural language) 

4. The architecture should support the customer being able to select his own 
top level navigation style (e.g. novice vs. expert modes). 

5. The architecture should support both a step by step Question & Answer 
type dialog as well as a forms based input style. 

6. The architecture should support the customer being able to define his own 
sets of transactions with predefined parameters that can be ' activated 
whenever he wants (e.g. normal "get cash", or "end of month" 
transactions). 



3. APPLICATION ARCHITECTURE REQUIREMENTS 

3.1 To ensure smooth migration from AGS to the new architecture. 

Support gradual migration by means of the harmonious co-existence of 
applications built under the new architecture with existing AGS applications. 

3.2 To support re-usable components. 

Support convergence to a base set of re-usable components which can be easily 
and safely customized, enhanced, and re-assembled in different fashions by a 
local business. 

3.3 Modular architecture that supports separation of top level navigation, 
user interface, business logic, and generic application services. 

1. Should allow many-to-one interaction relationships between application 
components (e.g. several Dialog components for one Transaction 
component, or several Dialogs using the same Business Rule). 
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2. Should allow an application to be stand-alone or to be gotten to from 

• another application (e.g. Transaction Journal could be stand-alone or 
gotten to from Account Summary). 

3. Components should be able to operate independent of location and be 
easily migrated between client systems and any intermediate servers in 
the path from the client to "front-end" servers. 

4. Isolation of data-elements that need to be configurable in a local business 
(e.g. language specific phrases, product names, country data, currencies 
regulatory and marketing messages, etc.). currencies. 

3.4 To support flexible navigation paradigms. 

1. Top level navigation separated from user interface and business logic 
Should be easy to define by non-technical staff. 

2. Top level navigation can be dynamically re-configured at runtime based 

• on the existence or availability of devices, customer type and preferences 
and applications available. fences, 

3. Support event driven application flows that give the user broad capability 
to jump around. K y 

3.5 Support of "auto-configuring" applications that: 

1. Auto-register and insert themselves into top level menus. 

2. Adapt themselves to particular environments (e.g. devices present and 
their characteristics). 

3.6 Provide a set of generic services for applications including: 

1 . Session management - startup, shutdown, shared data context across 
applications. 

2. Top Level Navigation - selecting and switching between applications. 

3. Device access/management - device interfaces (including 3'" parry) 
standardized status & MIS reporting. 

4 ' ? n a S, entf l /dlSp, ? y " Se,ection elements < e -9- buttor *. menus), forms 

SJS^EET^ (e ' 9 - ran9e - formatting 

5. Network services - communications transport, inter-application 
communication mechanisms; database access; mail access. 
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4. DEVELOPMENT AND TEST REQUIREMENTS 

4.1 Application Development 

1 . Easy-to-use Prototyping / Development tools for top level Navigation 
Definition and User interface design. 

2. Application assembly using pre-fab components and templates instead of 
"from scratch" development. 

3. User Interface design makes use of pre-defined Look & Feel standards. 

4. Tools to support configuration management of software. 

4.2 Testing 

1 . A stand-alone Debug/Test environment is provided for the developer's 
desktop with simulators for devices and external service providers. - 

2. Possible to test/certify components individually, or in combination where 
they interface to each other. 

3. The ability to support automated un-manned testing of applications 
including regression, error, and performance testing. 

4.3 Productivity 

Tools support parallel development and testing. 

5. OPERATIONAL REQUIREMENTS 

5.1 Performance 

Deliver adequate user response time over all communication links, including dial- 
up lines at 9600 baud and above. 

5.2 Scalability 

Systems can be scaled to support more users and access devices as needed, in 
a manner at least as cost effective as today. 

5.3 Interfaces to current front-end service providers 

Interfaces using their current and future GCB mandated standardized interfaces: 
TPS, SFS, RFS, GCIF. 
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5.4 Security 

1 . Provides integrity/privacy of customer data 

2. Robust enough to protect transactions on GRN and Internet 

3. Comply with CISO and Corporate Audit requirements 

4. Authentication of staff (for admin & maintenance) across multiple systems 

5. Mutual authentication of client/server 

6. Audit trails 

5.5 Configuration done by local business with simple user friendly tools. 

1. Top level navigation 

2. Applications run networked or stand-alone 

3. Devices (e.g. types of bills in COM) 

4. Changes for product names, languages, currencies, messages 
(regulatory & marketing), product/account rules, etc, 

5.6 System management 

1 . The ability to start/stop application sessions. 

2 ' moSS ti0nS inStrUmented for the status inquiry, performance 

1 isrssssr 1 on -** ten "" ates ,o ensure —* »«* 

4. Local/remote diagnostics. 
5.7 Logging and Error Reporting 

1 . Common logging mechanism for runtime and applications. 

2. Standardized logging formats across all systems. 

3. Exception events reported to centralized trouble management system. 

4. Sufficiently detailed exception reporting to identify problem. 

5. Local and remote perusal of logs. 
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5.8 Software distribution/management 

1 . - Distribution component based: initiated by central site for Citibank 

devices, initiated by server for customer devices with provision for 
customer to accept/decline. 

2. Cutover/fallback of releases. 

3. Versioning for software inventory, 

4. Software validation (integrity checking). 

5. Protection from running wrong type of software on a device. 

5.9 CONSTRAINTS 

1 . The architecture applies to customer activated applications for Interactive 
Devices. 

2. Applications get customer data through requests to external systems. 

3. Fits within the GCTG architecture framework. 
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1. Introduction 

1.1 Focus, Scope and Context 

Scope of NT Self-Service Delivery System Architecture 




The primary focus of this document is the conceptual application architecture for the 
next generation of Citibanking applications. This conceptual architecture will focus on 
the high level components of the architecture and their interactions. Following the 
adoption of this conceptual architecture, the next level of design work will take place 
fleshing out the details of each high level component, their sub-components, 
interfaces and actual inter-component mechanisms that will be adopted. 

The scope of delivery for these applications spans self-service terminals like CAT and 
CASST and remote customer devices like PCs, Screen Phones or PDAs, For customer 
devices these applications are to be delivered via both industry standard client software 
like Web browsers and custom Citibank client software. 

Therefore the context for this architecture includes customer touch points (e g CAT 
Touchscreen or Web Browser), delivery networks (e.g. dial-In, internet, online services) 
and application servers (e.g. HSDS). 

For this architecture we will leverage established and emerging industry standards and 
tools as well as domain specific knowledge gained over a twelve year period in deliverv 
of Citibanking via CATs and HSDS. 
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1.2 Leveraging Industry Standards 

Clearly the emergence of Internet Web browsers, servers. Java and the newlv 
announced Microsoft Internet strategy. Including changes to O J in the SeX 
strategy are components and too.s we can leverage in our appHcafen arSecture. 

Si m *°*> n standard facilities for separation of components thru DLLs and 
component interaction via OLE will be widely used in this n Jarchftecture 

While the application functionality must be deliveredto many types of devices it h 
1.3 Leveraging Domain Specific Knowledge 

h,? n T! r ; aS ^" b6COme apparent ' mar, y of the c "™t HSDS services that are 
architecture creates a framework where a nL3fertL I * 1 th,s new 
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1.4 Objectives of the Application Architecture 

• To evolve to a common application base for customer activated applications 
for all Touch Point devices on which they need to be provided, including: 

0 Home banking devices (PCs, smart phones, Internet Browsers, PDAs) 

0 CAT/CASST platforms 

0 Branch and CSR staff platforms 

• To support convergence to a base set of re-usable global application 
components that can be 

0 re-assembled in different combinations and organizations to form 

application suites 
0 customized for the environment in which they are used 
0 complemented by components from a local business 

• To provide state of the art user interfaces that support 
0 integration of standard multi-media elements (pictures, video, audio) 
0 customizations needed for specific devices, languages, countries, and 

other local business needs 
0 multiple coexisting application navigation paradigms 
0 the user working in multiple application components at one time 

To improve development and maintenance cycle time through 

0 Application assembly using pre-fabricated components and templates 

instead of 'from scratch" development. 
0 Embracing widely accepted industry standards for component 
interfaces so that we can use off the shelf "plumbing" to connect 
components, and enable plugging in 3* party components. 
0 Support of "plug and play" application components that can 
automatically configure themselves for the environment, and 
automatically insert themselves into top level navigation menus. 
0 High productivity Prototyping / Development tools for top level 
Navigation Definition and User Interface design, making use of pre- 
defined Look & Feel standards. 
0 Separation of different parts of an application so that changes in one 
part don't affect the others: 

* User interface, navigation, business logic, generic services. 

* Language, country, currency, business specific messages. 

To provide a smooth gradual migration from legacy applications to the new 
architecture 

o By supporting the harmonious coexistence of software built under the 
new architecture with existing legacy AGS applications. 
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2. Conceptual Model Overview - A Set of Service Components 



2.1 Overview 

The conceptual model of the NT Self-Service Delivery System Architecture presents a 
set of service components. 




These service components fall into several broad categories: 

Business Services: provides rule brokering, language and acquirer services. 

Customer Services: provides customer id, relationship, account & issuer services. 

Dialog Services: provides welcoming, navigation shell and app specific dialogs. 

External Service Provider Interface Services: provides message sequencing and ESP l/F 

protocols. 

.Peripheral Services: provides peripheral device interface and management services. 
Session Services: provides session startup and session and delivery vehicle context. 
System Services: provides logging, event brokering, service registry and crypto services. 
Touch Point & Display: provides the actual customer display and input facility. 
Touch Point Interface Services: provides the interface to Touch Points (especially remote). 
Touch Point Services: provides presentation mapping and front door security. 
TXN Services: provides txn coordination and ESP message formatting. 
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Short hand description and examples of Service Components: 

Account- new component representing individual customer accounts (DLL or OLE) 
Acquirer- new component representing general Acquirer business rules (non-Mini-App specific) 
(DLL or OLE) r 1 

Back Door Man - new component similar to some functions of HSDS ( Common Integrator 
responsible for message sequencing over all requests to a particular External Service Provider 
(DLL.OLE or EXE) 

Crypto Man - new component responsible for key exchange, security services (DLL or OLE) 
Customer-ID - new component that knows customer identification information (DLL or OLE) 
Customer Relationship - new component that knows the customer's profile (DLL or OLE) 
Delivery Capabilities - new component that knows the capabilities of the target delivery device 
(e.g. supports graphics, supports Pictographic fonts etc.) (DLL or OLE) 
External Serv ice Provider l/F - initially may reuse existing HSDS and CAT Gateway software 
Event Broker - new component for event registering and dispatch (DLL or OLE). 
Front Door Man - similar function that the Token Mapper in HSDS provides for guarding 
the front door of a session (DLL or OLE) 

Issuer* new component representing general Issuer business rules (non-Mini-App specific) 
(DLL or OLE) 

Language Man - new component, responsible for providing proper phrase resolution based 
on language and delivery vehicle (DLL or OLE) 

Legacy App Bridge - component that wraps existing AGS runtime to allow AGS and New apps 
to coexist 

Logger - wrapper component around NT logger 

Min'hApp Dialog - new decomposition of applications, into separate and independent 
mini-apps for particular functions (e.g. Pay a Bill) (DLL or OLE) 

Navigation Shell -new component providing high level navigation for customer (DLL or OLE) 
Peripheral Device Mgr. - component provided by new NT CAT infrastructure for device 
management. 

Peripheral Devicefs) - set of components provided by new NT CAT device interfaces (e.g. for 
depository. CDM) others provided by standard device drivers. 

Presentation Mgr. - similar functions that the Token Mapper in HSDS provides for presentation 
(DLL or OLE). 

Rule Broker -new component, central registry and router for business questions (DLL or OLE). 
Session Controller - session startup and monitoring (EXE) 

Session - new component providing (1) instantiation of initial session resources and (2) 
registry of session components brought up. (DLL or OLE) 
Services Registry - wrapper component around NT Registry 

Touch Point & Display- the actual customer interface (e.g. a Web Browser, Screen Phone CAT 
Touchscreen & Display). 

Touch Point Interface - interface software to customer touch point (e.g. Web Server, 
Prodigy Gateway etc.). 

TXN executor - new decomposition of component responsible for one and only one 
transaction function to an External Service Provider(DLL or OLE). 

Welcome Mat - new component does welcome dialog with customer, responsible for ID-ina the 
customer (DLL or OLE). 
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2.2 Example Session Walk-Thru 

The simplest way to explain the conceptual architecture is to walk-thru an example 
session. 



State 1 * Start Banking Session • Events 1 thru 5 
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State 2 » Customer Authentication - Events 5 thru 11 



E-5: Welcome Mat asks Rule Broker 
Whojsjssuer based on C1N 
E-6: Welcome Mat instantiates Customer-ID 
Component 

E*7: Welcome Mat instantiates Issuer 
Component 

E-8: Welcome Mat instantiates TXN Executor 
for Auth-TXN Smml 
and passes CIN & PIN 

E-9: TXN Exearter formats msgand sends to Host 
via Back Door Man. 

E-10: Back Door Man adds universal msg seq. 
E-11: ESP l/F provides protocol gateway to ESP 



i 



I TMChftftiM 

I ft Display 
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State 2 ~ Customer Authentication - Events 12 thru 18 



t-t2: Response is returned and 
Back Door Man routes to appropriate 
TXN Executor. 

E-13: TXN Executor extracts info 
from ESP Msg and gives it to Welcome Mat 
E-14: Welcome Mat instantiates Customer 
Relationship Component 
E-15: Customer Relationship Component 
instantiates Account Components 
E-16: Welcome Mat instantiates Nav. Shell 
E-17: Navigation SheJi sends initial navigation 
choices to customer 
E-18: Presentation Mgr formats style of 
screen display and sends response 
via Front Door Man etc. who do their 
.normal functions 




— ■Illn 
■Mku 

0 




1 
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State 3 « Customer Picks Mlni-App * Events 1 thru 6 



i 




*\a : Customer selects a Mlni-App 
Request is sent into me system tn 
the normal way. 

E-2: Presentation Mgr de-muxes 
the request based on mime-type and 
URL and sends to Nav. Shell 
E*3: Nav. Shell instantiates appropriate 
MinnApp Dialog. 

E-4: Minl-App returns choices to customer 
E-5: A back and forth dialog occurs 
between Customer and Mini-App Dialog, 
until all information is collected for 
a function. 

MtnhApp Dialog directs business rule 
questions to Rule Broker for resolution 
during this dialog. 



§j) ® ==Q (§)<§)© 
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State 3 = Customer Picks Mini-App - Events 6 thru 10 



E-6: Once aU info has been collected 
Mtni-App instantiates 7XN Execute; 
for this function. 

E-7: TXN Executer formats msg to ESP 
and does TXN with the ESP 
E-8: TXN Executer extracts info from 
Host Msg and passes to MimWpp 
E-9: Mini-App formulates content of 
response and sends to Presentation 
Mgr for formatting 

E-10: Presentation Mgr formates style 
and layout of response and sends 
to Customer. 



I- 
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2.3 Mapping Service Components to Processes 

The following process models attempts to balance the tension between independence 
of components and efficiency at runtime. The detail design that will follow this 
architecture task, may refine the process mapping. 

The following are the proposed process groupings: 



_ — I The Touch Point & Display is likely to be a separate, purchased component, 
especially for remote devices and even on the CAT. On Remote Devices examples 
include, Web Browsers, AOL Client Software, Screen Phone ROMs, PDA software etc. 
On the CAT the proposal is to use a customized Web Browser for this component. 



— - — I The Touch Point & Display Interface is likely to be a separate, purchased or 
operating system supplied component. Examples include Web Server software both for 
Remote Delivery and local delivery on the CAT. 



1 The Session Controller needs to be a self-contained process for the control 

and integrity of a specific NT Self-Service Delivery System Server. 



Touch Point 
4 display 





Session 
Services 
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Blieir , c 7—r- ^ Session Bu bble specific Session Services and the 

SEE^S" 6 " ?° nS T t0 " atUra,,y 9r0Up 1 ° 9ether - Both sete ° f ^rvices are 

KT^IST and are more general in nature than other servlces within 




n a »„«ir, ■ The Customer Services components of course group 

naturally and can easily coexist within a process. 




• h * « Experience with HSDS and Remote Projection have shown us that 

!!X^5^ n " mhr embodied in ** HSDS Token Mapper > *™p ™^ « 



Services 





i Th Z WB |ff ,e Mat and Navigation Shell Components are likely to be deliverv 
veh^speafic and therefore work naturally together and can be grouped ,n one 
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One of the key design goals of this architecture is to make every Mini- 
App independent of each other. The enforcement of making each Mini-App a separate 
process aids in this goal. The TXN executor is packaged with a Mini-App because it is 
likely each Mini-App will need a TXN executor. It is important to note however, that 
since TXN executor are separate components (implemented as DLLs or OLE) they can 
be repackaged with other Mini-App Dialog components. 




Legacy App Bridges, especially CAT AGS application sets are packaged as 
a process, so this grouping is a given. 



Peripheral 

Device 

Sendees 




LOevleett) 



PertplP 
Davlce 
UOr 



support to NT is implemented as a process 



The work already done in porting CAT peripheral 




Since the Back Door Man must maintain External Service Provider 
message sequencing independent of the physical connection to an ESP it is separated 
out as a single component. Since ft provides services to all sessions, not just one it 
needs to be a non session specific resource also. 
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separate ttlem out as individual processes. * neCM «y 10 
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2.4 Mini-App Packaging Model 

^^newMin^'ta^ 

packaging of M.n.-Apps as separate entities is important. 
The elements of a Mini-App Package are the following: 

i 5J? ULE "* «• new R"» Entries to be registered with the Rule Brok.r 

SSSSS&'X - * - -~ -V -ded data to 

5. A Language file including all Mini-App specific language phrases needed 

6. Where appropnate. a Template file containing all SinSvpp spedfic templates. 
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2.5 Rendering Model 

Basic Mode! for Rendering is indirect 

To allow for both local delivery to a CAT and remote delivery to PCs, NetCAT, etc. the 
basic rendering model is'indirect. This means that none of the Dialog Services 
components draw directly to the screen. Instead they produce a stream of data called 
the App Stream that will ultimately be rendered by Touch Point & Display devices or 
software. 

The App Stream is HTML 

The App Stream is an HTML encoded stream of named objects (or tokens) within 
named templates (or forms). The Dialog Services components (i.e. Welcome Mat, 
Navigation Shell and Mini-App Dialogs) are responsible on output for setting the 
properties of these named objects within named templates. 

Dialog Services Components responsible for Content 

While a Dialog Services component can set any property of a named object, the intent 
of the architecture is to encourage separation of content from style so that a specific 
Mini-App can be leveraged and delivered across many delivery vehicles. 

In general, the Mini-App component will operate by setting the values of named 
properties of named objects in named templates. For example, 
TemplateX.ObjectY.PropertyZ = Value. 

Presentation Manager Component responsible for Style 

The Presentation Manager, using delivery vehicle specific named templates is 
responsible for style and mapping to the encoding language of the target device. The 
Presentation Manager takes the App Stream received from Mini-Apps and based on 
delivery vehicle specific templates merges the data based on mapping rules and 
produces the final token stream that is sent to the Touch Point & Display. 

Delivery Vehicle Templates define Style 

There is a one to one mapping between Canonical templates that Mini-Apps reference 
and Delivery Vehicle Specific Templates that the Presentation Manager uses. Delivery 
Vehicle Specific Templates include specific information on the layout, colors and 
mapping of individual objects. There are a set of emerging standards from Microsoft 
and WC3 on advanced style sheets, including style sheets that allow precise X,Y 
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positioning of objects that will be examined for use in the design phase of this 
architecture as the templating mechanism. 

Separation of Content from Style 

Separation of Content from Style provides many benefits. First It allows Citibank to 
define and change the style and layout of a presentation independent of the code in the 
Mini-Apps. This is essentially the page maker approach used in publishing where a 
newspaper or magazine has a certain style defined by its layout templates. Second it 
allows a single Mini-App to deliver its functions to more than one target delivery vehicle 
thru the abstraction of individual objects or tokens. 

Abstraction of Objects or Tokens 

This architecture encourages the use of abstract objects in the App Stream. For 
example the use of an abstract object like "choice" instead of a specific object like 
"button" allows a choice to manifest itself in many ways on the target delivery vehicle. A 
choice could manifest itself in one case as a CAT button, in another as a Windows style 
button, or a HTML anchor or an item in a scrolling list. 

Use of ActiveX Controls 

The new architecture will also support the inclusion of new ActiveX Visual controls 
within Delivery Vehicle Specific templates. However effort will also be expended in 
trying to map these controls to alternative objects for presentation on delivery vehicles 
that don't support ActiveX controls. 

Grouping of Objects 

This architecture also encourages the grouping of logically related named objects into 
named groups. This grouping facilities allows the masking out of a group, so that it 
wouldn't be delivered to certain delivery vehicles based on the capabilities of that 
device or screen real estate etc. 

Presentation Model - Templates, Frame Sets, Frames 

Delivery Vehicle Specific Templates define layout and style both for Frame Sets and 
within a Frame. A Frame is a well known concept within Web Browsers. A Frame is a 
* rectangular portion of screen real estate (bordered or borderless). A Frame Set defines 
the layout of Frames within an overall screen window. The Frame Set defines the width 
and height of each frame and an initial link to the HTML page (or program) that will 
provide the content for that Frame. 

The Presentation Manager manages the overall display. Based on Templates it 
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assigns a Frame or Frames to a Navigation Shell Component. In turn based on 
Templates the Navigation Shell assigns a Frame to a Mini-App Dialog. Within a Frame 
the layout of that Frame is controlled by a Delivery Vehicle Specific Template. 
Assigning frames that bound the display space of specific Mini-App Dialogs will 
maintain an independence between one Mini-App and another and also allow different 
Navigation Shells to be installed independently of the Mini-Apps. 

Internally the Presentation Manager will model the display space as a set of frames. 
Based on the Delivery Vehicle Specific templates for non-frames devices the 
Presentation Manager will merge information from many frames (and or exclude 
frames ) into a single frame for delivery to the device. 

Accommodating Legacy Apps within a Frame 

The HouseCAT project has already accomplished embedding a NAPLPs CAT stream 
within an HTML page. We will use either that approach or the HTML tokenization of 
CAT AGS legacy applications to place the legacy CAT application display within an 
overall display space that includes a Navigation Shell as well as new Mini-Apps. 

Links and Input Data 

The Canonical Templates that Mini-Apps use are bounded by a Frame. As was stated 
earlier, the Mini-App is responsible for setting the properties of the named objects within 
its canonical templates. One of the properties the Mini-App is responsible for setting for 
"choice objects" is a link. A link is a standard Universal Resource Locator (URL). The 
URL specifies the target object (in this case the Mini-App) and a list of parameters that 
will be returned if this choice is selected by the customer. The activation of links by the 
customer is one of the main ways of making choices and navigating thru a Mini-App 
Dialog. 

Besides links, input data entered by the customer in input fields, select lists, check 
boxes, radio buttons etc. will be returned to the Mini-App in the App Stream in the 
standard HTML encoding style of Name-Value pairs. 

Basic App Stream Interface is Easy to Produce. 

Any programming language that can produce a text stream can produce a App Stream. 
Coupled with the requirement that Mini-Apps need to communicate via DLL or OLE, this 
implies that any language capable of those three things can be used to write a Mini- 
App. 

Advanced Object References in the App Stream 

The App Stream is in fact a multi-channeled stream capable of supporting the Basic 
Text Based App Stream as well as other mime types. Investigation of emerging tools 
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from Microsoft may also provide us with the ability to pass references to named 
templates (forms) as objects from a Mini-App to the Presentation Manager. This 
capability will be investigated during the design phase. 

Delivery Vehicle Specific Dialogs 

While the architecture encourages leveraging one Mini-App over a large range of 
delivery vehicles, it does not preclude writing Mini-Apps targeted towards a specific 
delivery vehicle or class of delivery vehicles. The mechanism of passing the App 
Stream between Mini-Apps and the Presentation Manager remains the same. The Mini- 
App is still responsible for content and the Presentation Manager for style and layout. 
However in this case, the range of visual object types or capabilities may only be 
available on a specific delivery vehicle and doesnt lend itself to abstraction. For 
example the inclusion of client-side scripting may only be available on certain devices 
or class of devices and could not be easily abstracted. 

Support for Multi-Media 

HTML has well-known means for embedding and referencing a wide range of media 
types, e.g., graphics, sounds, and movies. The architecture will use standard HTML 
encoding techniques to incorporate this ever-expanding set of media types into the 
system for use by the Touch Point Services and Dialog Services components. 

Caching of Output 

To support various error conditions and easy switching and restarting of Mini-Apps, the 
Presentation Manager component will cache the last page output for each frame that it 
manages. 
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2.6 NetCAT in the NT Se/f-Serv/ce Delivery System Architecture 

NetCAT provides the ability to present a traveling customer their "home screens". This 
is accomplished without the need to load all regions CAT software on all CATs around 
the world. The basic notion is to have at least one NetCAT Server for every region. On 
this NetCAT Server a region's CAT software will run and it will be capable of being 
"remotely projected" thru any acquiring CAT around the world, thus providing almost all 
of a customer's "home screens" around the world. Differences will show up on the initial 
Welcome Screen, until the customer's issuer is identified, and during certain 
transactions (notably cash withdrawal) where foreign exchange rates will have to be 
displayed and regulatory requirements of the acquiring country will have to be honored. 

Starting a NetCAT Session 

The traveling customer dips card at a "foreign" CAT. A session bubble starts up 
normally at the CAT. When the Welcome Mat determines this customer is off-region, 
it makes a connection to the appropriate regional NetCAT Server. Welcome Mat on 
the CAT, communicates with the Session Controller on the NetCAT Server to start up a 
Session' The Welcome Mat on the NetCAT Server, given card parameters passed to it 
on startup, instantiates the Customer-ID and Issuer components on the NetCAT Server. 
After NetCAT server authenticates the customer, with its own External Service Provider, 
it starts up a Navigation Shell component on the NetCAT Server. 

The CAT exposes/copies certain of its components to the NetCAT Server for use. 
Specifically the CAT exposes the following components marked with a black 
dot on the diagram: 

Session 
Acquirer 

Delivery Capabilities 

Front Door Man 

Peripheral Device Manager 

TXN Executor (specifically the Cash Withdrawal one) 

v The NetCAT server uses these components for business rule inquiries, for 
delivery to CAT screen, for operation of the CAT peripherals and to inquiry about the 
capabilities of the hosting CAT (e.g. fonts supported, pictographic printing etc.). 
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3. Major Service Components Described - Roles & 
Responsibilities 

3.1 Session Services 

At the heart of the system is a set of Session Services. The components within 
the Session Services category are: 

Session Controller 
Session 

Delivery Capabilities 

3.1.1 Session Controller 

The Session Controller is responsible for managing all the sessions in the server. 
When a new customer contacts the server, the Session Controller starts a 
session by instantiating a Session Bubble for the session. The Session Bubble 
bounds a secure set of resources allocated to one and only one customer 
session. The Session Controller is aware of the type of customer Touch Point a 
start session request came from and the broad product type of service 
requested, so that the appropriate type of Session Bubble can be instantiated. 

Responsibilities: 

• Creates a session when a customer contacts the server by instantiating a 
new instance of the Session object. 

• Maintains a registry of all active sessions with handles to the Session objects. 

• Terminates a Session when a customer abnormally breaks the connection. 

Instances: One per server. 
Uses/Calls: Session 

Used by: Touch Point l/F (when a new customer contacts the server). 

3.1.2 Session 

The Session component manages the resources associated with a session. 
It has two important functions (1) to bring up some initial session resources and 
(2) to be the registry for session components that are brought up. The Session 
component also knows certain session context information as well as all 
assigned session resources and services. 

Responsibilities: 
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• Instantiates the following resources when a session is created, and deletes 
them when the session is terminated. 

0 Front Door Man 

0 Delivery Capabilities - 

0 Presentation Manager 

0 Acquirer 

0 Rule Broker 

0 Language Man 

• Starts Welcome Mat to authenticate customer. 

• Tracks session states/events (e.g. Navigation .Shell launched, Mini-App 
Dialog launched) 

• Recovers resources when a session abnormally terminates. 

• Logs significant session events (e.g. start/end of session, session errors). 

Knows: Session context 

• Session initiation information (Session ID, start of session time) 

• Handles for linking to all other session.resources 

• Session languages (Presentation, Printer) 

• Navigation Shells & Mini-App Dialogs active 

• Application related device information (e.g. Printed record queue status) 

• End of session reason (for end session MIS logging) 

Instances: One per session. 
Uses/Calls: Welcome Mat 

Logger 

Event Broker 
Used by: Session Controller 



3.1.3 Delivery Capabilities 

This is a component that holds data and answers questions about the delivery 
capabilities of the Touch Point for a particular session. This information was 
communicated either explicitly or implicitly in the startup message from the 
device that caused the initiation of a session. The Delivery Capabilities 
component is available for interrogation from other components in the system. 

Responsibilities: 

• Answer questions about the delivery capabilities of a Touch Point (e.g. for a 
Web Browser Touch Point - HTML level, ftp, picture formats, applet types, 
script types, international fonts, etc.) 

• Instantiated by Session, with initial capabilities based on access mode (e.g. 
Internet, dial-in, CAT). 

Instances: One per session. 
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Uses/Calls; None 

Used by: Presentation Manager 

Dialog Services components (Welcome Mat, Navigation Shell, 

Mini-App Dialog, Legacy App Bridge). 

3.2 Dialog Services 

The components within the Dialog Services category are responsible for the 
semantic content and interaction with the customer and for initiating transactions 
on the customer's behalf. The components within the Dialog Services category 
are: 

Welcome Mat 
Navigation Shell(s) 
Mini-App Dialog(s) 
Legacy App Bridge(s) 



3.2.1 Welcome Mat 

The Welcome Mat is responsible for outputting the initial welcome page to the 
customer, and collecting customer identity and preference information. After 
determining the Issuer of the Customer ID, and possibly authenticating the 
customer, the Welcome Mat instantiates several Customer Services objects to 
hold information about the customer, and then starts a Navigation Shell which 
carries out the next level of dialog with the customer. 

Responsibilities: 

• Presents a welcome page (based on Delivery Capabilities). 

• Collects customer preferences: 

0 Language choice 

0 Other preferences (e.g. navigation style) 

• Collects Customer-ID information (e.g. CIN/PIN, Public Key Certificate) in a 
manner consistent with the customer Touch Point and mode of access (e.g. 
dial-in, Internet). 

• Handles retries if errors occur on customer identity input (e.g. re-read card). 

• Asks the Rule Broker for an Issuer Rule Authority based on the card/CIN 
prefix number. 

• Calls a TXN Executor to authenticate the customer and get his relationships 
(customer profile). This typically involves interactions with the issuer external 
service provider, but in the future it may be done locally from information in a 
SmartCard. 

• Instantiates the following Customer Services components: 

o Customer-ID 

0 Customer Relationship and Accounts 
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0 Issuer (different issuers based on rules about Customer-ID) 
• Starts a Navigation Shell (based on Delivery Capabilities, Acquirer Rules, and 
customer preferences) 

Instances: One per session. 

Uses/Calls: Presentation Manager (to output pages) 

Delivery Capabilities 

Customer ID 

Customer Relationship and Accounts 
Acquirer, Issuer 
Rule Broker 

Language Man (to construct phrases) 
TXN Executor (authenticate customer and get relationships) 
Navigation Shell 
Used by: Session 



Notes: 

A Welcome Mat may use separate Mini-App Dialog sub-components to do some 
parts of the dialog that may be common to several business functions or which 
may vary depending on the Touch Point peripherals (e.g. card re-read, PIN 
entry). 

If the Rule Broker does not have a registered Issuer for the card/CIN prefix 
number, a Customer-ID is instantiated and marked invalid, further authentication 
of the customer is skipped, and a Navigation Shell for invalid customers is 
started. Invalid customers may still be allowed to use certain information only 
Mini-App Dialogs. 

The Welcome Mat may do four things for customer authentication based on 
Acquirer rules and the type of customer ID (Public Key Certificate, ATM card, 
credit card, on-us, off-us): 

• Immediate local authentication (using Public Key Certificates). 

• Immediate authentication with the Issuer, waiting for response. 

• Background authentication with the Issuer, while going on to the Navigation 
Shell. 

• Defer authentication to the first transaction. 

In the case of deferred authentication, it may be necessary to instantiate a 
default Customer Relationship and a default set of account product types 
(checking, savings, credit, etc.) 



3.2.2 Navigation Shell 

The Navigation Shell is responsible for making the customer aware of the range 
of Mini-Apps that are available, and providing Top Level navigation across them. 
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The Navigation Shell assigns a frame space for a Mini-App to run in. To support 
complex grouping of functions or a variety of navigation styles there can be 
Shells within Shells. 

There may be several Navigation Shells selectable by the customer to support 
different navigation styles, including for example: 

• Linear (guide customer through detailed Question & Answer steps) 

• Nonlinear broad branching (e.g. pull down menus) 

• Preferred (e.g. customer specified shortcuts) 

• Query (e.g. search engine, natural language) 

Responsibilities: 

• Makes the customer aware of the range of Mini-Apps available (based on the 
customer's relationship, and Issuer/Acquirer rules, and the set of dynamically 
registered Mini-Apps). The way Mini-Apps are organized and identified is 
Navigation Shell dependent (may be names, icons, etc.) 

• Instantiates Mini-App Dialogs as requested by customer. 

• Supports switching between concurrently active Mini-App Dialogs. 

Instances: One Main Navigation Shell per session, possible layered Sub- 
Shells. 

Uses/Calls: Language Man (to construct phrases) 

Peripheral Device Manager (possibly to find devices up/down) 

Presentation Manager (to output pages) 

Services Registry (to find Mini-App Dialogs) 

Mini-App Dialog(s) 

Legacy App Bridge(s) 
Used by: Welcome Mat 

Notes: 

In an environment where the screen has embedded frames, a Main Navigation 
Shell may invoke one or more Sub-Shells to control the individual frames. 

The architecture supports the customer leaving a Mini-App to go to the 
Navigation Shell and start another Mini-App, while leaving the former Mini-App 
suspended in its current context state. The customer can later exit from the new 
Mini-App and go back to the former Mini-App, or he can switch between multiple 
concurrently active Mini-Apps. 

3.2.3 Mini-App Dialog 

The Mini-App Dialog manages the dialog with the customer for a specific 
business function (e.g. Transfer, Bill Payment) in a specific dialog style (e.g. 
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Q&A, Form, etc.). It presents information and choices to the customer and 
collects and validates customer inputs. It is responsible for the content of 
information on pages and the flow of the customer interaction, but not the stvle 
and layout of the presentation. 7 

There may be several different Mini-App Dialogs with different dialog styles for 
the same business function. These could support different modes of the 
customer entering information, such as: 

• Guide the customer through detailed Question & Answer steps 

• Forms with multiple input fields. 

After collecting the necessary customer inputs for a particular business function 
the Mini-App Dialog uses a TXN Executor to carry out the function by doing ' 
transactions with external service providers and operating Peripheral Devices 
(e.g. cash dispenser, depositor); 

Responsibilities: 

• Implements the customer-visible control flow for a particular function in a 
specific dialog style. The flow may be tailored based on the customer 
relationship and various country/business rules. 

• Uses the Language Man to do translation of phrases into target languages 
(display or print). 

• Assembles phrases and formatted data into pages (display or print). A page 
is constructed in a canonical format by setting properties of named objects 
within named templates. 

• Sends pages to the Presentation Manager which handles the final style and 
layout for the specific Touch Point device. 

• Collects customer inputs. 

• Validates customer inputs using business rules. Validation includes basic 
field validations and cross field validations. 

• Calls TXN Executors to interact with external service providers and operate 
Touch Point devices (e.g. cash dispenser, depositor). 

Instances: Many per session (serially and concurrently) 

Uses/Calls: Presentation Manager (to do device specific formatting and page 
layout for both display and printed pages) 
Peripheral Device Manager (to get device statuses) 
TXN Executors (to do transactions) 
Rule Broker (to evaluate business rules) 
Language Man (to construct phrases) 
Customer Relationship & Accounts (to get account information) 
Issuer (to find services allowed, and evaluate Issuer Rules) 
Acquirer (to find services allowed, and evaluate Acquirer Rules) 

Used by: Navigation Shell 
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Notes: 

A Mini-App Dialog may use separate Mini-App Dialog sub-components to do 
some parts of the dialog that may be common to several business functions (e.g. 
PIN entry, account resolution, enter currency amount). 

3.2.4 Legacy App Bridge 

This component is a bridge that enables a legacy application set to operate in 
the new architecture framework. The main purpose of the bridge is to do 
translation of data between Customer and Business Services objects in the new 
architecture and the form that this data is stored in the legacy applications. There 
will likely be a different bridge for each type of legacy application set (e.g. US 
CAT, Asia CAT, Latin CAT, Euro CAT). 

Responsibilities: 

• On entrance to the legacy application, it obtains data from the Session and 
Customer Services objects and translates it into the global data structures 
needed by the legacy application. 

• On exit from a legacy application, it takes modified data from the legacy 
structures and puts it back to the Customer Services objects in the new 
architecture. 

• Translates legacy pages into the canonical page structures needed by the 
Presentation Manager. 

• Interfaces with the Back Door Man to send messages to external service 
providers. 

• Interfaces with the Logger for logging errors and transactions. 

• During initialization of the bridge component, It may need to interrogate the 
Rule Broker and various Rule Authorities (primarily Acquirer and Issuer) to 
obtain data needed to populate static tables used by the legacy applications 
for processing rules. 

Instances: One per type of legacy application per session. 
Uses/Calls: Presentation Manager 

Back Door Man 

Customer Services objects 

Logger 
Used by: Welcome Mat 

Navigation Shell 

Notes: 

Depending on how far the migration has gone, there may be several possibilities 
for the relationship between Legacy App Bridges and the Navigation Shell. 
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• The Navigation Shell provides the Top Level navigation across the new Mini- 
App Dialogs as well as the individual Legacy App Bridges 

• For some card types and Issuers, the Navigation Shell may be faceless and 
all busmen undionalrty ,s provided by the Legacy Apps. In that case Top 
Level navigation is provided within the Legacy Apps. 

IZSO? a f p ' i( * tions ° ne of a P° 01 of CA T TAFE runtimes will be assigned to a 
session at startup. The legacy applications will be assigned a frame space by 
foe Navigation Shell to "play" their applications inside of. Individual CAT level 3 
functions will be individually registered and exposed. The Navigation Shell 
supports exposing individual CAT level 3 functions without the need to traverse 
the existing Level 2 Menu structure. traverse 

Refer to the Legacy Migration section for more details. 
3.3 Transaction Services 

The components within the Transaction Services category are responsible for 
I™^ e h - a S , en ? e P rovider transactions and device operations needed to 
accompteh particular business functions. These components provide transaction 
coordination and external service provider message formatting iran5ac,lon 

3.3.1 TXN Executor 

Each TXN Executor performs a particular business function (e g cash 
ES^lS^ transactions with externa, service providers" and operating 

Responsibilities: 

• Validates properties (data) obtained from Mini-App Dialogs to see that it has 

^TJ£ rn,ation needed ,0 do the trans ^ ion - 

" C ° ,ie * s addit j°nal information needed to do the transaction from other 
objects^e.g. Customer ID, Acquirer. Issuer, Account) 

• Formats messages to be sent to external service providers 

• Orchestrates complex transactions by sending messages to muftiole service 
providers (serially or concurrently) as needed P 

* o5ert S reSPOnSe meSS39es 30(1 returns information as properties of a TXN 

* . C a P s e h ^ es Pen 'P heral Devices needed to cany out the function (e.g. dispense 

* recTv^ry* fr ° m tranSaCti ° n ° r d6ViCe failUr6S - May reveree transactions during 
Instances: Many per session (serially and concurrently) 
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Uses/Calls: Rule Broker (to validate input data) 

Back Door Man (to interact with external service providers) 

Peripheral Device Managers (to operate devices) 

Logger (to record transactions) 

Event Broker (to notify of transactions) 
Used by: Welcome Mat 

Mini-App Dialogs 

Other TXN Executors 

Acquirer (to download Acquirer data) 

Issuer (to download Issuer data) 

Accounts (to get account information) 



3.4 Touch Point Services 

The components within the Touch Point Services category are responsible for 
final device specific presentation layout and front door security. The components 
in this category are: 

Presentation Manager 
Front Door Man 



3.4.1 Presentation Manager 

The Presentation Manager is responsible for mapping a canonical representation 
of information on pages into a specific style layout in a device specific 
presentation format. Thus the same application can have different presentation 
styles on different device types (e.g. PC, PDA, screen phone, CAT, 3 rt party 
kiosk terminal, etc.). The style templates can also be customized by region to 
support local cultural differences in areas such as color schemes, graphics, 
icons, font sizes, etc. 



Responsibilities: 

• Maps tagged phrases and data from the application into specific fields of a 
particular page template referenced by the application. A template controls 
the layout and representation of multimedia elements, choice and data fields, 
and input forms on the page for a specific style and device type. 

• Encodes the resulting page in the Touch Point device specific format and 
sends it to the Front Door Man. 

• On incoming messages from the Touch Point it converts choice information 
and form fields from the device specific format to a tagged canonical 
representation, and routes it to the appropriate Dialog Services component. 

Instances: One per session. 

Uses/Calls: Front Door Man (to interface with the Touch Point) 
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Used by: Dialog Services components (Welcome Mat, Navigation Shell, Mini- 
Dialog, Legacy App Bridge). 

Notes: 

Snlw ? tati °? 3ger US6S de ' ivefy ■ yrtam s P ecific tem Pktes to enforce 

1 ^ Styte ! cro u ss P a 9 es similar choices, data fields, and 
forms. A template can be the superset of all possible objects on a pace since the 
Presentation Manager can "drop out" fields and choicest which Ee is no 



3.4.2 Front Door Man 

Responsible for guarding the access of the Touch Point into a session. 

Responsibilities: 
For remote sessions: 

• Adds a session security token to outgoing messages 

For CAT^CA^ security token for incoming messages. 

• It may be non-existent or a pass through. 

Instances: One per session. 
Uses/Calls: Device Interface Manager 
Used by: Presentation Manager 

TXN Executors associated with Mini-App Dialogs 

Notes: 

There is a different type of Front Door Man for each Touch Point device type. 
3.5 Touch Point Interface Services 

Thtecomponent provides the interface to the Touch Point (especially remote 
3.5,1 Touch Point Interface 

JSST^ S6,Ver S,de fof mana9in9 the ,ink/session ,evel P«*oco.s with 

Responsibilities: 

' ZS&SES?**' <°«*«"™ — »■ - M- comae, <™ . 

• Encodes messages in the Interface protocol 

• Sends messages to the Touch Point. 
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• Decodes messages received from the Touch Point. 

• Routes received messages to the appropriate session Front Door Man. 

Instances: One per touch point interface type. 
Uses/Calls: Touch Point & Display 
Used by: Front Door Man 

Notes: 

For Internet sessions this is a Web Server, which handles the protocols TCP/IP, 
HTTPS, ftp, etc. 

3.6 Touch Point & Display 

This component provides the actual customer display and input facility on the 
Touch Point. 

3.6.1 Touch Point & Display 

Displays pages on the Touch Point screen, and sends customer input to the 
application server. 

Responsibilities: 

• Manages the link/session level protocols with an application server, on the 
Touch Point side. 

• Decodes the server interface protocol. 

• Outputs a page to the focal screen. 

• Acquires customer input (choice selections and forms input). 

• Encodes customer input in the server interface protocol. 

• Sends customer input to the server (where it is received by the Touch Point 
Interface). 

Instances: One per Touch Point 
Uses/Used by: Touch Point Interface 

Notes: 

For Internet sessions this is a Web Browser, which handles the protocols 
TCP/IP, HTTPS, ftp, etc. 

3.7 External Service Provider Interface Services 

The components within this category provide protocol support for interfacing with 
External Service Providers. The components within External Service Provider 
Interface Services category are: 

Back Door Man 
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External Service Provider Interface 



3.7.1 Back Door Man 

This component is responsible for multiplexing messages from multiple TXN 
teuton m several sessions to a single external service pSTpSes 
message sequencing over all messages sent to a particular external Wee 
prov,der. It a.so provides response routing back totte recJuesSfg r^S Secutor. 

Responsibilities: 

" en^tionr 83968 eXChan96d ¥-h 3 " 6Xtemal P*** (MAC. 

• Generates sequence numbers and adds external service provider envelooe 
to outgoing messages. www envelope 

" Manager* 90 '" 9 meSSageS t0 the External Service Prov ^er Interface 

• Responsible for retry of messages. 

• Checks sequencing of incoming messages. 

• Routes response messages to the proper TXN Executor 

' w°C S nem° min9 X ° * regiStered 0r we " known svste ^ 

• Responsible for switching between alternate (or backup) external service 
providers to provide error recovery, load sharing, or alternate Sing 

• Can support multiple outstanding requests simultaneously. 

Knows: 

^Ulsf a,tema l e (0f b3Ckup) extemal servlce Powers is active. 

• Names/Addresses of extemal service providers 

• Server ID information (or knows how to get it). 

• Message sequence numbers (in, out). 

• Message security context. 

Instances: One per external service provider 
Uses/Calls: External Service Provider Interface Manager 
(send/receive messages) 
Crypto Man (for message security) 
. . . , Session (incoming unsolicited messages) 
Used by: TXN Executors . 

Notes: 

This component is logically similar to the Common Integrator in the CAT. 
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3.7.2 Externa! Service Provider Interface Manager 

This component provides protocol support for connecting to an External Service 
Provider. For example this component might provide X.25, 3270, or SNA 
protocol support. Initially this service will be provided by leveraging existing 
gateway components in HSDS and the CAT. 

Responsibilities: 

• Provides protocol support for a specific type external service provider 
interface if needed. 

Instances: One per external service provider interface type 
Uses/Calls: 

Used by: Back Door Man 



3.8 Customer Services 

This category of services includes all information specific to the customer who 
initiates a session. All information related to identifying the customer, the issuing 
business of the customer, the customer's profile and all the customer's accounts 
are the component objects included in this category. 

3.8.1 Customer-ID 

An object that contains information and can answer questions about a 
customer's identity and associated information. 

Responsibilities: 

• Support query of customer ID and card information. 

• Support update of customer ID and card information. 

Knows: 

• Customer primary ID (CIN & encrypted PIN/TPIN, Public Key Certificate) 

• PIN/TPIN length 

• Flag indicating ID validity: valid, invalid, unknown (used to tailor session flow). 

• Card information (if a card was used) 

0 Type of card (ATM/Credit, SmartCard) 
0 Tracks present & track data 

• The following items may be used provide a common place to store optional 
customer information that may be obtained from the customer or a external 
service provider during a session, so that it does not have to be requested 
more than once: 

0 Name of customer 

0 Mail address of customer 

0 e-mail address of customer 

0 Phone numbers (business, home) 
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Instances: One per session 
Uses/Calls: 

Used by: Welcome Mat (instantiated by) 
Dialog Services 
TXN Services 



3.8.2 Issuer 

8 en«* issuer refcted. r,o„ Mini-App s^S£Z£? "" 

Responsibilities: 

• Support query of Issuer information. 

. Support answering questions about general Issuer business rules. 
Knows: 

' aTority) CUSt ° me ' S iden% (Mrd iSSUer ' ° r Pub,ic Ce rtificate issuing 

• Issuer type (bank card, credit card, other 3" 1 party) 

• Issuer's presentation rules (e.g. data, format, account number maskinal 

• Issuer s locale rules (e.g. collect call support, currency 

: 

• Navigation schemes supported. 

• PIN length supported. 

• Products supported. 

• Services provided. 

• Issuer country. 

Instances: One per session 
Uses/Calls: 

Used by: Welcome Mat (instantiated by) 
Dialog Services 
TXN Services 
Customer Services 

3.8.3 Customer Relationship 
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owned by this customer, customer type (e.g. Citigold), preferences, and 
privileges. 

Responsibilities: 

• Support query of customer relationship information. 

• Support update of customer relationship information. 

Knows: 

• Owner of the customer relationship (Issuer). 

• Customer type (e.g. Citigold). 

• List of accounts/products associated with the customer. 

• List of possible payee accounts for this customer. 

• Customer predefined transactions. 

• Account category balances. 

• Customer preferences (e.g. navigation style, standard transactions). 

• Customer privileges or limitations. 

• Transaction related dynamic counters (e.g. number of stock quotes allowed). 

• Marketing messages (based on customer type). 

Instances: Typically one per session 
Uses/Calls: 

Used by: Welcome Mat (instantiated by) 
Dialog Services 
TXN Services 

Notes: 

Some businesses (e.g. Mexico, Venezuela, and Brazil) can have multiple 
relationships per card. In the Top Level Navigation, the customer selects one of 
them as the primary relationship to use for the session. The Transfer application, 
however, can transfer between accounts in different relationships. It is not yet 
clear whether multiple relationships will need to be surfaced to all Mini-Apps, or 
whether only a few Mini-Apps will be able to deal with it. It is also not clear 
whether there will be one or multiple Customer Relationship components in this 
case. It could be that the list of accounts and products owned by a customer may 
be structured so that each item is associated with a different institution (account 
holder). 



3.8.4 Account 

An object that contains information and can answer questions about a particular 
account. There is one Account component per individual account However the 
account details and rules will vary for different account types. This component 
may in turn use a TXN Executor for messages to external service providers to 
get information about the account. 
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Responsibilities: 

• Support query of account information. 

• Support update of account information. 

Knows: 

• Business owning the account 

• Category of account 

• Product type of account 

• Account name (and font set required to display it) 

• Account number 

• Account details (currency types, balances, terms, etc.) 

• Functional privileges and limitations (e.g. TJ supported for this account). 

• Associated linked accounts (e.g. where to get money on overdraft). 

Instances: One per account 

Uses/Calls: TXN Executor (to get account info from external service providers) 
Used by: Welcome Mat (instantiated by) 

Dialog Services components 

TXN Services components 

Notes: 

Accounts may be customer owned or payee accounts that can be the target of a 
transfer or bill payment. 

3.9 Business Services 

The components within the business service category provide formal 
mechanisms for dealing with business rules, language support and acquirer 
services. 

3.9.1 Acquirer 

An object that contains information and answers questions about the Acquirer. 
The Acquirer component represents the acquiring business for this session. The 
Acquirer component is the rule authority for business rules that are acquirer 
related, but not Mini-App specific. For rules that are acquirer related and Mini- 
App specific, separate rule authorities will be registered as part of the dynamic 
installation of a Mini-App. 

Responsibilities: 

• Support query of Acquirer information. 

• Process certain specific rules associated with the Acquirer. 

Knows: 
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• Acquiring business for this session. 

• Acquirer's presentation rules. 

• Acquirer's locale rules (e.g. collect call support, hours of operation rules). 

• Acquirer's server-ESP rules (e.g. end of session MIS message supported). 

• Country of Acquirer 

Instances: One per session 
Uses/Calls: 

Used by: Dialog Services components 
TXN Services components 



3.9.2 Rule Broker 

The Rule Broker formalizes a mechanism for dealing with business rules that up 
to this point in CAT applications has been ad hoc. The Rule Broker is the central 
registry for all business questions. Other components within a session, address 
named business questions to the Rule. Broker. The Rule Broker routes the 
question to the rule authority or authorities that have registered for a rule. The 
design goal is to have a separable rule authority for each Mini-App specific 
business rule, so that new rules can be added independently without affecting 
the rest of the system. The Rule Broker mechanism also supports the concept of 
overrides. Overrides allow the dynamic registration of a new rule authority when 
changes to business rules are necessary. 

Responsibilities: 

• May either answer question directly or route question to another component 
(e.g. Account Issuer, etc.) 

• Responsible for interfacing into rules databases. 

Knows: 

• What component wiil answer each question. 

Instances: One per session. 
Uses/Calls: 

Used by: Welcome Mat 

Navigation Shell(s) 
Mini-App Dialog (s) 

Notes: 

Refer to the Rule Broker appendix for more details. 
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3.9.3 Language Man 

The Language Man provides the application with a facility to resolve the 
necessary text phrase needed in a particular context. The context includes the 
language selected by the customer and the type of device in use. It provides a 
repository of phrases which allows an application to be written in a language and 
device independent way. 

From the application point of view ail phrases are named. When an application 
needs to display a phrase, it asks the Language Man for the correct text for this 
phrase name given a specified language choice gnd the current presentation 
device type (provided by the Presentation Manager component). The capability 
exists to uses phrases with embedded variables. Thus, the application may 
supply additional parameters to be inserted into the phrase at the required point. 

To resolve the request, Language Man uses a Phrase Repository to look up the 
correct version of a particular phrase. The Repository is segmented. There is a 
set of "global" phrases usable by all applications and a Mini-App Dialog specific 
set of phrases. Thus, given the ID of the requesting Mini-App Dialog, the 
repository specific to that Mini-App Dialog is searched first, and then, if the 
phrase is not found there, the global repository is searched. This allows a 
degree of independence in the creation of Mini-App Dialogs. No coordinated 
update to the Global repository is needed to release a new Mini-App Dialog and 
a Mini-App Dialog can override the Global phrase. 

Language Man also provides APIs for the dynamic construction of phrases 
needed to deal with gender and plural issues encountered in some languages. 

Responsibilities: 

• For a specified language and device, it looks up the requested phrase in a 
Phrase Repository and returns it. 

Instances: One per session. 
Uses/Calls: 

Used by: Welcome Mat 

Navigation Sheli(s) 
Mini-App Diaiog(s) 

Notes: 

The Language Man is backed by a set of development tools to create and 
maintain Phrase Repositories. These tools provide for 

• Creation and deletion of phrase IDs 

• Mechanisms to add, change and delete phrase text in the repository. 

• Multi-lingual text entry 

• Specification of variable insertion points. 
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3.10 System Services 

These components provide common services for all sessions within a server. 
The services include logging, event brokering, service registration, and 
cryptographic services. These components are: 

Logger 
Event Broker 
Services Registry 
Crypto Man 

i 

3.10.1 Logger 

Writes and manages log files. This function is mostly handled by the NT log 
facility, but there may be a wrapper for it that provides some additional 
functionality. 

Responsibilities: 

• Adds standard headers to log entries. 

• Writes them to a log entries to log. 

Instances: One per server 
Uses/Calls: Operating System services 
Used by: All services 

3.10.2 Event Broker 

Provides a way for a business to do specialized processing of events (e.g. error 
conditions, transactions done, etc.) for the purpose of monitoring and acting 
upon activities in a server. Local business provided components can register 
with the Event Broker to receive specified events. 

Responsibilities; 

• Evaluate filtering rules associated with events and call the registered 
component as a result of a rule succeeding. 

Instances: One per server 

Uses/Calls: Any component that processes events. 

Used/By: Any component that generates events. 

Notes: 

For example, the Event Broker could decide when to send notifications to a 
System Management system. 
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3.10.3 Services Registry 

Responsible for registration of the Mini-Apps and Legacy App Bridges that are 
Responsibilities: 

' T* WOrk ln the of *e procedures for 

software distabution, and cutover/rallback of releases in order to maintain a 

. SI'" 6 ?t¥ 3 " d Le93Cy « are cu ^n«V aSf 
2T5 T f0rmatl0n l ° *• Negation Shells about the MinnApps and Legacy 
Apps that are currently available. H i-egacy 

Knows: The full set of Mini-Apps and Legacy Apps that are available. 

Instances: One per server 
Uses/Calls: 

Used/By: ■ Navigation Shell(s) 
3.10.4 Crypto Man 

Responsible for doing the cryptographic functions necessary to handle security 
This component would manage any secret keys associated with e«emal service 
prov.ders. and would do authentication of Public Key Certificates 

Responsibilities: 

• eX ; emal S6fViCe pr0vider < ma * be keys 
Key y V 6 Shared Secret or private ke V associated with a Public 

• Update keys. 

• Use keys to generate message MAC and encrypt message 

• Encrypt (and re-encrypt) customer PINflTIN 

UsSSs- S6rVer (Pf0bably Per SeCUffty mechanis ^) 

Used by: ( Front Door Man 
Back Door Man 

Notes: 

»n the current CAT, this is the Citishield device. 
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3.11 Peripheral Services 

The components within the Peripheral Services category are responsible for 
handling application requests for peripheral device services and for managing 
the software components that handle such requests. Thus, these components 
are typically needed only for those products (e.g., CAT, CASST) that require 
custom high-level application interfaces to peripheral devices. The components 
in this category are: 

Peripheral Device Manager 
Peripheral Device Handlers) 

3.11,1 Peripheral Device Manager 

Manages the components that interface with the connected peripheral devices. 
Responsibilities (for device management): 

• loads the peripheral device handlers for the connected devices during startup 

• initializes the peripheral device handlers during startup 

• notifies interested parties of changes in peripheral device availability (up, 
down) 

• finalizes the peripheral device handlers during shutdown 

• unloads the peripheral device handlers during shutdown 

Responsibilities (for application services): 

• coordinates usage of the peripheral devices by customers versus diagnostics 

• serializes application requests to each peripheral device 

• routes each application request to the appropriate peripheral device handler 

• reports status of all connected peripheral devices upon request 

Instances: One per server 
Interfaces: MLI (for legacy components) 
COM (for new components) 

Used by: Welcome Mat, Mini-App Dialogs, TXN Executor 
Uses: Peripheral Devices, Logger, Event Broker 

3.11.2 Peripheral Device Handler 

. Represents and controls a specific kind of connected peripheral hardware 
device. 

There are several kinds of peripheral devices that may be connected to the 
service delivery platform for CAT and CASST products. Each peripheral device 
handler provides a generic device management interface and a specific service 
interface. 
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Peripheral device handlers may need to use specific subcomponents to interface 
with their associated peripheral hardware device. 

Responsibilities (for device management) 

• loads and activates needed subcomponents 

• initializes the specific peripheral device hardware 

• maintains persistent peripheral-specific management statistics 

• reports peripheral-specific management statistics upon request 

• reports peripheral device status upon request 

• notifies interested parties of changes in peripheral device status 

• recovers peripheral device hardware functionality when possible after a 
failure 

• finalizes by releasing any needed system resources 

• deactivates and unloads subcomponents 

Responsibilities (for application services) 

• tests the connected hardware device for correct operation 

• normalizes the service interface so that similar devices share a common 
interface 

• translates application requests into detailed hardware device requests 

Note the specific nature of the services rendered depends on the specific device 
type. 

Instances: Many (one per connected peripheral device type) 
Interfaces: MLI (for legacy components) 
COM (for new components) 

Used by: Peripheral Device Manager 
Uses: Logger, Event Broker 
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Variations 

The following table provides a representative list of the kinds of peripheral 
devices that might be connected to a CAT or CASST product platform. The first 
section lists those peripherals that are currently supported by the CAT and/or 
CASST platforms. The second section suggests some possibilities for future 
peripherals. 



Perioharal Tvoe 


Action 


Peripheral Data 


Touch Screen 


detects 


Touch 


Screen Display 


displays 


Screen 


Form Printer 


prints 


Form 


Card Reader 


reads 


Card 


PIN Encrypter 


encrypts 


PIN 


Envelope Depository 


accepts 


Envelope 


Cash Dispenser 


dispenses 


Money 


Speech Generator 


generates 


Speech 


Sound Generator 


generates 


Complex Sound 


Audio Generator 


plays 


Audio Clip 


Video Player 


pfays 


Video Clip 


Proximity Detector 


detects 


Intrusion 


Biometric Scanner 


scans 


Biometric Identifier 



Examples 

Representative examples of device management information include the 
following: 



Peripheral Type 



Card Reader 



Status 



Up/Down 
Capture Bin Full 



Statistics 



Cards Read 
Bad Reads 
Cards Captured 
Long Timeouts 
Short Timeouts 



Depositor 



Up/Down 
Ink Low 
Bin Full 



Envelopes Captured 



CITICORP INTERNAL 
{SEE NOTICE ON TTTLE PAGE) 



3-23 



NT Self-Service Delivery System Architecture 



Peripheral Integration Strategy 

The architecture leverages Windows NT to support the inteoration nf fhirw 
peripheral that provide standard NT hardware' drJeS ma? 
5JE d ! rect access to P e "P hera ' ^ice services through Jus^Sdart 
interfaces (e.g. scanners support TWAIN). On the other hand, some pSeVal 
devices may stall need custom high-level application interfaces (e "sZEd). 

The decision regarding whether to support an industry standard interface for 

ff£S"V? B ; arch !! eC ! Ure must be madefor each new device. Some of 
the factors that influence a decision in favor of a custom interface include 
whether a standard interface exists for the device, the complexity of such an 
interface, and the complexity of the application interactions with the peripheral 
dev.ce. For example, while SmartCard uses industry standard interfaces for data 
comrnun.cat.ons (ISO 8825) and services (ISO 7816), the complexity of these 
interfaces and the peripheral device interactions influenced the decision to 
create custom high-level interfaces for the SmartCard applications 
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4. Legacy Migration 

The architecture supports an orderly migration of CAT functionality from 
implementation with AGS applications to implementation with Service 
Components on all platforms where AGS is used to deliver CAT look-and-feel 
functionality. In particular it will support the running of existing AGS Level 3 
transaction applications from a Navigation Shell component. It will also support 
a complete session executed via an AGS Level 2 application and its associated 
Level 3 applications. 

For example the following configuration will be possible for a CAT: 



Function 


implementation 


Locai/ln-Region 
Session 

Balance Inquiry 

Withdrawal 

Transfer 

Deposit 

Bill Payment 


Session-Level Service 
Components 

Mini-App Dialog, etc. 

AGS Level 3 

Mini-App Dialog, etc. 

AGS Level 3 

Mini-App Dialog, etc. 


ICC Session 
Balance Inquiry 
Withdrawal 
Transfer 


Session-Level Service 
Components 

Mini-App Dialog, etc. 

Mini-App Dialog, etc. 

Mini-App Dialog, etc. 


Off-us Session 
Balance Inquiry 
Withdrawal 


AGS Level 2 
AGS Level 3 
AGS Level 3 



4.1 Interaction Between CAT AGS Applications and Service Components 

The basis for the interaction model is the manner in which session context is 
represented within the CAT AGS applications. AGS applications are executed 
within an instance of a TAFE process (the legacy runtime AGS Driver and 
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associated functionality) and share a single persistent global data store At the 
tame a CAT application • invoked session context is completely rep esented bv 
*vo th t ngs: the current state of the persistent global data and the contort of th^ 
Exit message TAFE passes to the application. If this context oZ taSSSSd 
by alternate means then it is not necessary to perform the buS«4Sme r 
fcnctionality normally performed by the AGS Level 1 and Level a iSSSSZ 
before running a Level 3 transaction application. applications 

At a high level the interaction model may be described by the following scenario 

• import pre transaction session context to TAFE 

• invoke Level 3 application with Exit message 

• return from Level 3 application with Exit message 

• export post transaction session context from TAFE 

For the case of a complete session performed in AGS the interaction is 
described by scenario #2: 

• import pre language selection session context to TAFE 

• invoke Level 2 application with Exit message 

• return from Level 2 application with Exit message 

• export post end-of-session context from TAFE 




TAFE 

In* h 
Ana 



booURtgn 

Stub 



Off-us 
Level 2 



tnqury 



VMthdrawat 



4-2 



CITICORP INTERNAL 

(SEE NOTICE ON TITLE PAGE) 



jT Self-Servict Delivery System Architecture 



The vehicle for import and export will be ELF formatted messages that can be 
defined in an AGS Data Dictionary and received and sent by AGS applications. 
It is possible to define these messages to be composed of the persistent global 
variables and tables that comprise the necessary context such that no data 
manipulation is required in AGS after receipt of the import message or prior to 
sending the export message. The architecture does not specify the handling of 
these messages within TAFE or whether they are implemented as a single 
import message and a single export message per interaction. However, it is 
anticipated that scenario #1 can be supported without requiring modification to 
the subject Level 3 applications and scenario #2 can be supported without 
requiring modification to either Level 2 or Level 3 applications. It is also 
anticipated that there may be modifications to TAFE to support the interaction 
model. 

The interaction model places two key responsibilities on the Service 
Components: 

1) Collectively, the Service Components must capture and maintain 
sufficient session context information from which to derive the context 
representation required by the AGS application to be invoked. The 
required context will vary, in detail, by target AGS application set 
(USCAT, EuroCAT, AsiaCAT, LatinCAT, ICC, each particular off-us 
network) and whether the application being invoked is Level 2 or Levei 3. 

2) Each Legacy App Bridge component - whether representing an AGS 
session or an individual AGS transaction application - must be capable 
of constructing and interpreting ELF messages using the data name 
space (i.e. element id range) appropriate to the target AGS application. 

The session context data required by legacy CAT AGS applications will be 
assembled from the properties and state of the Service Components in the figure 
below, or a subset as required for the specific legacy functionality to be invoked. 
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The Legacy App Bridge component embodies the knowledge of the other 
components it must query and the specific properties it must access in order to 
assemble the session context that it must deliver to TAFE, and, likewise, the 
knowledge of the components and properties that must be updated by the 
modified session context at the completion of an AGS processed transaction or 
session. 



CAT AGS Application Context Data 

This section gives an overview of the context data used by CAT AGS 
applications. Two categories of context data may be distinguished: static data 
and session data. Static context data is instantiated at application startup and is 
comprised of business rules for both acquirer and issuer, text strings such as 
names and menu selections and CAT configuration information. Session context 
data includes card information, customer input information, customer profile data 
returned from the Issuer external service provider, device status, exception 
conditions and counters. 
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The following table shows examples classified by the CAT application that sets 
or modifies the data values, along with an indication of whether the data is 
imported or exported in the interaction model: 



Context 


Source 
Application 


Examples 


Import, 
Export 


static data 


initialization 


issuer tables, acquirer tables and 
environment 






download 


issuer tables 












session data 


Level 1 


card info, start time, BIN table entry 


import 




Level 2 


language, no-record confirmation, 
transaction selection info, customer 
profile 


import 




Level 3 


encrypted PIC, counters, print record 
flags, printer availability 


import, 
export 




Level 3 


end transaction, end session, 
termination info 


export 



Note that in the interaction model static context data is not normally imported, 
rather it will continue to be completely instantiated as it has been in AGS. 
However, as the need arises, the import of context data can be used to override 
static data. This might be done when there are new or changed rules or display 
phrases that are applicable to the AGS application so that making the same 
change to both the rule database and a static AGS table (selm file), or to both a 
phrase dictionary and a static AGS table may be avoided. 



Interaction with Devices and External Service Providers 

CAT AGS Applications will continue to use the Logical Device Handler Message 
Level Interface to request device services, the AGS language PRESENT 
statements to display screens, the CAT/ESP Message Level Interface for 
interaction with the external service provider and the existing transaction logging 
message interface. No application changes will be required. TAPE will handle 
the necessary interactions with the Peripheral Device Manager, Presentation 
Manager, Back Door Man and Logger components. 



Limitations 

While it will be possible to run legacy applications in the new architecture 
environment, they will not support all of the interactions with the Navigation Shell 
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that the new applications can support, such as the ability to run more than one 
application at a time and switch between them. 

4.2 Selectively Initiating Individual CAT AGS Applications 

2l e fS1 edSe m f ( * an * m fo f initiatj "9 a CAT AGS application is subject to design- 
the following elaboration of scenario #1 is a strawman meant to ?™ 
detail than ft. architecture specifies, how the m0W 
scenario is for the case of invoking a Level 3 AGS application from a Legacy Add 
Bhdge component that represents a particular transaction type ^ PP 

1) A pre-initialized TAFE (AGS Driver) process is associated with the 

H^ZS^ Wm \ A *<*«**ss "-eve. 1 application waits on receipt 
of a start-of-session context message. 

2) ^n^l?^ Brid9e com P° nent for *» customer selected transaction 
sends a start-of-session context message to TAFE including track 2 data 
(Ml or synthesized). This message does not contain data from a 
element id range specific to a card issuer. 

3) The Level 1 application receives the message, updating session context 
in persistent global memory. Using the track 2 date, p£XS££££ 
tables and ex.st.ng functionality the Level 1 application creates and sends 
the Ext message to invoke the Level 2 appHcation appropriate to the cafd 

4) In this scenario the Level 2 application is a faceless, special purpose 
replacement for the original Level 2 application. It is specific to the 
element id range of the Issuer. It sends a request message for the 

JSTSSr? S . eSSi ° n ? nteXt data request me8Sa 9* « routed 
from TAFE to the Legacy App Bridge component 

5) The Legacy App Bridge queries other Service components in order to 
construct and return a response message containing the remainder of the 
session context, mcluding data in the element id range specific to me 
Level 2 application that sent the request w ™ 

6) The Level 2 application receives the message, updating the session 
context in persistent global memoiy. Using the transaction type c£Se 

ZZZZS? 3 1 d a " ncaSon *■■» «*• received in the context data, 
together wrth existing functionality, the Level 2 application creates and 

the^acloXr 96 to ,nV ° ke ^ ^ 3 aPP,iCati0 " to 

7) The Level 3 application processes the transaction. It presents screens 
sends and receives external service provider messages, device 
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messages and logging messages, and updates session context in 
persistent global memory. Upon completion it sends an Exit message to 
return to the Level 2 application. 

8) The Level 2 application sends a message containing the updated post 
transaction session context which TAFE routes to the Legacy App Bridge 
component. The Level 2 application also sends an Exit message to 
return to the Level 1 application. 

9) The Level 1 application warts on receipt of another start-of-session 
context message. 

10) The Legacy App Bridge component receives the post-transaction session 
context and processes it causing the session context to be updated in the 
other appropriate Service components. 

In the above scenario the Level 1 and Level 2 applications perform no customer 
or business functionality. Their role is limited to receiving and returning context 
data and invoking the appropriate lower level application. 
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5. Tools and Languages 

The selection of tools and programming languages will be a follow on task to the 
specification of the delivery system architecture. This section is intended to give 
some direction to that process. 

No new programming languages will be developed or defined to implement this 
application architecture. Existing languages can and will be used. 

The goal of the delivery system architecture is to be language neutral. The 
applications can be written in any language which supports the object model 
used to specify the architecture. This means that different components may be 
implemented in different languages. It also means that we may migrate to a 
different (presumably better) language overtime. In the near term, both Visual 
Basic Script and C++ are candidates for implementation languages. Longer term, 
Java will probably be a candidate for some components of the architecture, but, 
it is not yet mature enough for immediate use. By following a language 
independent object model, we can switch languages when appropriate. 

The selection of an Integrated Development Environment (IDE) will be an 
important part of the follow-on tools and languages selection task. Some 
important criteria should be considered: 

• The IDE should have support for multi-user shared 
development. 

• Integration with a configuration management capability. 

• It should support a tool "plug in" capability to allow us to add 
tools which are unique to our own development needs. 

Additional tools which we will need to purchase or develop to "plug into" the 
development environment include: 

• Configuration tools to allow for the maintenance of system 
configuration information. 

• Test tools including Host and Device emulators. 

• Software Distribution tool to standardize the method by which 
software updates are distributed. 

• System Management and Logging Tools 
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• Security Protocols 

• Merits DiSWbUted ° bjeCt SUPP0rt and L ^cy System 

• Template Development Tools for both canonical and device 
specific templates device 

• Rules Data Base Editor 

• Services Registry Maintenance Tools • 

• Language Man Phrase Repository Editor 

Ideally, the same IDE should support all of the selected fc»m»»~4 ^ 
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Appendix A - Rule Broker (explained) 

A key element of the architecture is the separation of individually-installable 
Business Rules from the code embodied in the transaction-specific components. 
Application components needing answers to Rule questions ask the Rule Broker, 
without knowing any details about how the rules are encoded and answered. 
The Rule Broker routes the question to the appropriate component which can 
supply an answer. Components which supply Rule answers may be installed 
independently of components which ask the Rule questions. In addition, any 
data used by a Rule "answerer" may be installed or replaced independently from 
components which use that data to determine answers to Rule questions. 

A Business Rule is a statement of policy driven by business or regulatory needs, 
which defines context-specific behavior of the applications. Business Rules in 
the architecture are discrete items which may be modified independently from 
other application components. 

The following sections summarize the major components which support the 
"Rule Broker" function in the Application Architecture. 

A. 1 Rule Broker 

A single entity which components of the application may access to obtain 
answers to the Business Rules questions which affect application processing. 

The Rule Broker provides a mechanism for Rule Authorities to register 
themselves as answerers for particular rule questions. When application 
components query the Rule Broker for a particular Rule, the Rule Broker routes 
the query to the appropriate Rule Authority or to the Rule Engine. The Rule 
Broker itself is not aware of the actual semantics of any of the rules. 

Responsibilities: 

• Receives Rule Registration requests. 

• Registers Rule in a Rule Registry. 

• Receives Rule queries and routes them to the registered provider for that 
rule. 

Instances: 

• One per session. 

Uses/Calls: 

• Rule Engine 

• Rule Authorities 
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Used by: 

• Mini-App Dialogs 

• TXN Executors 

• Presentation Manager 

• Navigation Shell 

• Welcome Mat 

• Legacy App Bridge 

Notes: 

• The presence of a Rule Broker does not preclude individual components in 
the system from being direct (non-brokered) -answerers" of questions when 
appropriate. 

A.1 Rule Authority 

A component which can answer Rule questions. 

Components in the architecture act in the roie of Rule Authority if they register 
themselves with the Rule Broker as the answerer of a named Rule. For 
example, the Issuer, Acquirer, and Delivery Capability components may be Rule 
Authorities. 

Responsibilities: 

• Register Ruie(s) with the Rule Broker. 

• Provide answers for the Rule(s) this component is registered for. 
Instances: 

• One to many Rule Authorities for each registered Rule. 

Uses/Calls: 

• Rule Broker 

• Rule Database 

Used by: 

• Rule Broker 

Notes: 

• Rule Authorities may access separately installable data to answer Rule 
questions. This data is separate from the Rule "Registry" information used by 
the Rule Broker and the Rule Engine. 

A.3 Ruie Engine 

A genera! Rule interpreter. 
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The Rule Engine can answer a Rule query based on parameters passed in the 
query, and some interpretable Rule data in the Rule Database. Unlike Rule 
Authorities, the Rule Engine has no specific knowledge of Rules or applications. 

Responsibilities: 

• Determine answers for Rules. 

Instances: 
One per session. 

Uses/Calls: 

• Rule Registry 

Used by: 

• Rule Broker 



A.4 Mechanism 

The following points summarize the mechanism to be used to resolve Business 
Rules questions: 

• Each Rule registered with the Rule Broker will have a unique Name which 
includes a version identifier. 

• The Name will be passed separately from other parameters in a Rule query. 

• All Rule query parameters aside from the Name will be passed in a self- 
defining way. (e.g., a Rule query may contain a name, type, and value for 
each parameter). 

• Each Rule registered with the Rule Broker will exist as an independent record 
in a Rule Registry. 

• A Rule in the Rule Registry will be defined as either: 

a) Data (e.g., an encoded string) which can be interpreted by a general 
Rules Engine, or 

b) A Rule Authority which is registered to answer a Rule. It will be 
possible for a component's registration of a Rule to override a previous 
component's registration for that same Rule. 

• Each registered Rule will define the expected type of parameters to be 
passed. 

• Rules can be dynamically added to the Rule Registry independently of all 
other Rules. 
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• The Rule Broker will route a Rule query either to the general Rules Engine, or 
to a sequence of Rule Authorities (until an answer is obtained or no more 
authorities are available). 

• The Rule Broker routes queries based only on the Rule Name. 

• The Rule Broker does not validate the parameter list. It is the responsibility of 
either the Rule Engine or the Rule Authprity(ies) to validate the parameters. 

A.5 Protocol 

The following points summarize the protocol to be used by the Rule Broker and 
by components querying the Rule Broker 

• Any component querying the Rule Broker must be prepared to handle the 
case of "no answer" (e.g., there is no such Rule registered, the component 
registered to answer the Rule cannot answer, etc.) gracefully. 

• The Rule Broker must return a specific "no-answer" answer to a requester 
when no answer is available. 

• The Rules Engine and all Rule Authorities must dynamically check the 
parameter list and return the appropriate "no answer* if there is a discrepancy 
between expected and received parameters. 

A. 6 Assumptions 

The following assumptions are made regarding the Rule Broker and related 
components: 

• There is a well known set of system and session components which provide 
context for rule questions and which are available to the Rules Engine or any 
Rule Authority. Attributes which are available from this context need not be 
passed as parameters. 

A J Examples 

The following are examples of possible uses of the Rule Broker. Note that these 
are only hypothetical examples that must assume some implementation details 
„ which will change when the detailed application framework design is done. 

Example 1 , Dispense Amounts 

A set of complex rules, spanning multiple configuration tables, is used in the 
AGS implementation when choosing what Dispense Amounts are displayed on 
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selection buttons to a customer withdrawing cash at a CAT. The existing 
"Withdraw Cash" application is tightly coupled to the structure of these tables. 

The Acquirer component might register as the Rule Authority for the 
"WhatDispenseAmouts?" question; 

Name = "WhatffepenseAmounts?" 

Input Parameters = ProductType (product being withdrawn 

from) 

Currency 

Output Parameters = ResultCode 

Variable length list of amounts 

Note that some of the session data needed to answer the question (e.g. Card 
Type, Level of Service) is available from known session components, and so is 
not passed as input. 



The Acquirer object, in processing the request, may query whatever database 
contains specific rules for dispense amounts (the equivalent of the current CAT 
configuration tables), and ask the Peripheral Device Manager to find out what 
denominations are actually available. 

Example 2, Maximum PIC Tries? 

The Rule "MaxPicRetries?", to be processed by the Rule Engine is registered in 
the Rule Database: 



"MaxPICRetries?" 
None 

ResultCode 
MaxPICRetries 

Some interpretable data which indicates 
that a "business options" table should 
be searched for the MaxPICRetries 
value matching the session values of 
Issuer and CardType. 

Note that all of the session data needed to answer the question (e.g. Issuer, 
Card Type) is available from known session components, and so no specific 
input parameters are needed. 



Name = 

Input Parameters = 
Output Parameters = 

Rule Data = 



The Rule Engine searches the specified table for a match on the session Issuer 
and CardType, and returns the value of MaxPICTries for that match. 
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